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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

m  Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

B [talic indicates arguments for which you supply actual values.

m  Vertical bars () separate alternative, mutually exclusive elements.
m  Square brackets ([ ]) indicate an optional element.

m  Braces ({}) indicate a required choice.

m  Braces within brackets ([{ }]) indicate a required choice within an optional element.

Introduction

Professional certifications have been an important part of the computing industry for
many years and will continue to become more important. Many reasons exist for these
certifications, but the most popularly cited reason is that of credibility. All other consid-
erations held equal, the certified employee/consultant/job candidate is considered more
valuable than one who is not.

Goals and Methods

The most important, and somewhat obvious, goal of this book is to help you pass the
CCNA Collaboration CIVND exam (210-065). In fact, if the primary objective of this
book were different, the book’s title would be misleading; however, the methods used in
this book to help you pass the CCNA Collaboration CIVND exam are designed to also
make you much more knowledgeable about how to do your job. Although this book
and the accompanying CD together have more than enough questions to help you pre-
pare for the actual exam, the method in which they are used is not to simply make you
memorize as many questions and answers as you possibly can.

One key methodology used in this book is to help you discover the exam topics that
you need to review in more depth, to help you fully understand and remember those
details, and to help you prove to yourself that you have retained your knowledge of
those topics. So, this book does not try to help you pass by memorization, but helps you
truly learn and understand the topics. The CCNA Collaboration CIVND exam is just one
of the foundation topics in the CCNA Collaboration certification, and the knowledge
contained within is vitally important to consider yourself a truly skilled routing/switch-
ing engineer or specialist. This book would do you a disservice if it did not attempt to
help you learn the material. To that end, the book will help you pass the CIVND exam
by using the following methods:
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m  Helping you discover which test topics you have not mastered
®  Providing explanations and information to fill in your knowledge gaps

m  Supplying exercises and scenarios that enhance your ability to recall and deduce the
answers to test questions

m  Providing practice exercises on the topics and the testing process via test questions
on the CD

Who Should Read This Book?

This book is not designed to be a general networking topics book, although it can be
used for that purpose. This book is intended to tremendously increase your chances
of passing the CCNA Collaboration CIVND exam. Although other objectives can be
achieved from using this book, the book is written with one goal in mind: to help you
pass the exam.

So why should you want to pass the CCNA Collaboration CIVND exam? Because it is
one of the milestones toward getting the CCNA Collaboration certification (no small
feat in itself). What would getting the CCNA Collaboration mean to you? A raise, a
promotion, recognition? Would it enhance your resume? Perhaps it would demonstrate
that you are serious about continuing the learning process and that you are not content
to rest on your laurels. Maybe it would please your reseller-employer, who needs more
certified employees for a higher discount from Cisco. Or one of many other reasons.

Strategies for Exam Preparation

The strategy you use for the CCNA Collaboration CIVND exam might be slightly dif-
ferent from strategies used by other readers, mainly based on the skills, knowledge, and
experience you already have obtained. For instance, if you have attended the CICD and
CIVND courses, you might take a different approach than someone who learned col-
laboration architecture via on-the-job training.

Regardless of the strategy you use or the background you have, the book is designed

to help you get to the point where you can pass the exam with the least amount of time
required. For instance, there is no need for you to practice or read about IP addressing
and subnetting if you fully understand it already. However, many people like to make
sure that they truly know a topic and therefore read over material that they already
know. Several book features will help you gain the confidence that you need to be con-
vinced that you know some material already, and to also help you know what topics you
need to study more.

210-065 CIVND Exam Topics

Table I-1 lists the exam topics for the 210-065 CIVND exam. This table also lists the
book parts in which each exam topic is covered.
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Table I-1  210-065 CIVND Exam Topics
Chapters in Which

CICD 210-065 Exam Topic Topic Is Covered
1.0 Video Concepts

1.1 Describe the functional components of video solutions

1.1.a Provisioning and scheduling management Chapters 9, 17
1.1.b Video compositing Chapter 2
1.1.c Streaming video Chapter 2
1.1.d Recording and storage Chapter 2
1.1.e Media players Chapter 2
1.1.f Media convergence Chapter 2
1.1.g Media management Chapter 2
1.1.h Video convergence Chapter 4

2.0 Endpoint Configuration

2.1 Describe video product models

2.1.a Mobile devices Chapter 5
2.1.b Desktop systems Chapter 5
2.1.c Multi-purpose systems Chapter 5
2.1.d Surveillance cameras and encoders Chapter 3
2.1.e Immersive systems Chapter 7
2.1.f Peripherals and add-ons Chapter 7
2.1.g Cabling connections Chapter 7
2.1.h Digital media players Chapter 2

2.2 Describe environment recommendations

2.2.a Room lighting recommendations Chapter 8
2.2.b Room acoustics recommendations Chapter 8
2.2.c Room power recommendations Chapter 8
2.2.d Room HVAC recommendations Chapter 8
2.2.e Room materials (windows, floor material, wall material, etc.) Chapter 8
2.2.f Room size and background wall Chapter 8

2.2.g Viewing distance Chapter 8
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Chapters in Which

CICD 210-065 Exam Topic Topic Is Covered

2.2.h Physical security recommendations Chapter 3

2.3 Implement desktop endpoints and surveillance cameras

2.3.a Network settings Chapter 5
2.3.b GUI interface and CLI Chapter 5
2.3.c Control plane Chapter 5
2.3.d Cables Chapter 5
2.3.e Test call Chapter 6
2.3.f User acceptance test Chapter 6
2.3.g Microphone calibration Chapter 6
2.3.h Camera calibration Chapter 6
2.3.i Media playback on PCs Chapter 6

2.4 Describe features and functions

2.4.a Auto collaboration Chapter 11
2.4.b MCU capabilities versus TelePresence Server Chapters 14, 15, 16
2.4.c Audio add in Chapter 11
2.4.d PIP Chapter 11
2.4.e FECC Chapter 11
2.4.f Resolution setting Chapter 11
2.4.g Multiway versus multisite Chapter 14

3.0 Troubleshooting and Support

3.1 Describe troubleshooting methodologies Chapter 13

3.2 Identify endpoint issues

3.2.a Cabling Chapter 13
3.2.b Peripherals Chapter 13
3.2.c Network connectivity Chapter 13
3.2.d Registration Chapters 6, 8, 9, 10

3.2.e Call setup Chapters 6, 10, 11, 12
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CICD 210-065 Exam Topic
3.2.f Media quality

Chapters in Which
Topic Is Covered

Chapter 13

3.2.g Mid call feature issues

Chapters 10, 13

3.3 Collecting system information

3.3.a Logs

Chapter 13

3.3.b Status

Chapters 6, 13

3.4 Manage configuration

3.4.a Backups

Chapters 10, 13

3.4.b Restore

Chapters 10, 13

3.4.c Reset to defaults

Chapters 10, 13

3.4.d Password recovery

Chapters 10, 13

3.5 Implement key CLI commands Chapter 13
3.6 Monitor events and alerts Chapter 13
4.0 Conferencing Concepts

4.1 Describe multipoint control units Chapter 15

4.2 Describe conferencing features

4.2.a Switching and layout options

Chapters 10, 14,
15, 16

4.2.b Cascading

Chapters 14, 15, 16

4.2.c Conferencing add-ons

Chapters 14

4.3 Describe scheduling versus adboc versus on demand fearures

Chapters 17

CCNA Collaboration CIVND 210-065 Official

Certification Guide

The objective of this book is to help you pass the CCNA Collaboration CIVND exam
(210-065). While you are learning about topics that can help you pass the CIVND exam,
you will also become more knowledgeable about how to do your job. Although this
book and the accompanying CD have many exam preparation tasks and example test
questions, the method in which they are used is not to simply make you memorize as

many questions and answers as you possibly can.

The methodology of this book helps you discover the exam topics about which you
need more review, fully understand and remember exam topic details, and prove to
yourself that you have retained your knowledge of those topics. So this book helps you
pass not by memorization, but by helping you truly learn and understand the topics. The
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m Definition of key terms: Although Cisco exams might be unlikely to ask a
question such as “Define this term,” the CIVND exam requires that you learn
and know a lot of networking terminology. This section lists some of the most
important terms from the chapter, asking you to write a short definition and
compare your answer to the Glossary at the end of the book.

CD-based practice exam: The companion CD contains an exam engine, including a
bank of multiple-choice questions. You can use the practice exams to get a feel for
the actual exam content and to gauge your knowledge of switching topics.

How This Book Is Organized

Although this book could be read cover to cover, it is designed to be flexible and allow
you to easily move between chapters and sections of chapters to cover just the mate-
rial that you need more work with. Chapters 1 through 17 are the core chapters and can
be covered in any order. If you do intend to read them all, the order in the book is an
excellent sequence to use.

The core chapters, Chapters 1 through 17, cover the following topics:

Chapter 1, “Introduction to Video Communications”—This chapter discusses
Cisco collaboration architecture from the perspective of prescriptive design using
the Cisco Preferred Architecture documentation available at Cisco.com.

Chapter 2, “Cisco Digital Media and Content Delivery”—This chapter wanders

back in time for a brief history lesson on legacy digital media architecture. It then
moves back into the twenty-first century to discuss the Cisco Digital Media Suite,
Digital Signs, Cisco Cast, and Show and Share.

Chapter 3, “Cisco Video Surveillance”—This chapter takes a look at video from a
physical security standpoint. The discussion covers legacy closed-circuit television,
Cisco’s physical security solutions, and Cisco video-surveillance components and
architectures.

Chapter 4, “Cisco Collaboration Overview”—This chapter examines the evolu-
tion of videoconferencing, beginning with legacy videoconferencing architec-
tures and working forward to today’s Cisco collaboration solutions. This discus-
sion includes an overview of the Cisco collaboration components and general
collaboration architecture.

Chapter 5, “Cisco IP Phones, Desktop Endpoints, and Jabber Overview”—As the
title implies, this chapter focuses on the Cisco collaboration endpoint portfolio.
This includes current Cisco IP Phones, desktop units, and Cisco Jabber.

Chapter 6, “Configuring Cisco Unified IP Phones and Cisco Jabber”—This
chapter focuses on the configuration of Cisco IP Phones both in Cisco Unified
Communications Manager and on the phones themselves. It describes the require-
ments for phone registration and how to verify phone status information. Also
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included in this chapter is a breakdown of the configuration and registration of
Cisco Jabber. This includes the client installation, configuration (on both the client
side and CUCM side), and verification.

Chapter 7, “Cisco TelePresence Endpoint Characteristics and Installation”—This
chapter discusses the Cisco TelePresence endpoint portfolio, including desktop
units such as the EX and DX series endpoints and room-based and immersive end-
points. In addition, this chapter covers intelligent proximity features available on
newer endpoints. There is some discussion of Cisco TC software components and
deployment, C series codec configuration options, and the Cisco Jabber Video for
TelePresence client (formerly known as Movi).

Chapter 8, “Configuring Cisco TelePresence CTS Software-Based Endpoints”—
This chapter focuses on the setup and configuration of Cisco TelePresence Server-
based endpoints and on user provisioning for their use.

Chapter 9, “Configuring Cisco DX650 Endpoints”—This chapter goes into the
setup and configuration of Cisco’s new collaboration desktop experience endpoint,
the DX650. This is a dramatic departure from Cisco’s traditional endpoint look and
feel, creating an entirely new user experience. This chapter discusses the operating
system, parameter configurations, and how to register the endpoint with CUCM.

Chapter 10, “Configuring Cisco TelePresence TC Software-Based Endpoints”—
This chapter discusses the installation, configuration, and troubleshooting of Cisco
TelePresence TC software-based endpoints. This includes code upgrades, peripheral
calibration, and how to enable intelligent proximity. These endpoints are capable

of utilizing the Cisco Touch series control panels. So, there is some discussion of
Touch panel configuration. In addition, this chapter walks through available call
control options and configuration using both SIP and H.323 protocol options. These
options include near- and far-end camera control, media encryption, mobility, and
the configuration and deployment of Cisco Jabber Video for TelePresence (Movi).

Chapter 11, “Cisco Legacy Edge Architecture”—This chapter provides some-
thing of an evolutionary picture of Cisco’s edge access architecture. This includes
the concepts of firewall traversal and video call control, both inside the network
and outside. This chapter then discusses Cisco’s newest edge architecture, known
as Expresway, sometimes called collaboration edge. It is an evolution of firewall-
traversal technologies to include a wide range of collaboration services in order to
provide a seamless, VPN-less user experience. This chapter covers the components
of the architecture, the mobile and remote access solution, and Cisco Jabber Guest.

Chapter 12, “Operating and Troubleshooting Cisco TelePresence Endpoints”—
This chapter focuses on what to do when things may not be working as planned or
expected. The discussion covers the collection of logs and status information from
TC software-based endpoints, TC software configuration and maintenance, and
issue identification/isolation. The discussion then shifts focus to Cisco TelePresence
CTS endpoints for the same discussion points. Closing out the chapter is a discus-
sion on troubleshooting and problem reporting on the DX650 and issue identifica-
tion/isolation for Cisco the Jabber Video for TelePresence (Movi) client.

XXV



xxvi  CCNA Collaboration 210-065 CIVND Official Cert Guide

m  Chapter 13, “Cisco Multipoint Solution”—This chapter digs into the products and
solution components involved in deploying multipoint, multisite, and multiway
videoconferencing features.

m  Chapter 14, “Cisco TelePresence MCUs”—This chapter describes the purpose,
configuration, deployment, and use of Cisco TelePresence MCU hardware.

B Chapter 15, “Cisco TelePresence Server”—This chapter discusses the installa-
tion, configuration, and deployment of Cisco TelePresence Server in both VCS and
CUCM call control environments.

m  Chapter 16, “Cisco TelePresence Management Suite”—This chapter provides a
look into TMS for endpoint provisioning and management, conference resource
scheduling and management, and videoconference monitoring and reporting.

B Chapter 17, “Cisco WebEx Solutions”—This chapter discusses Cisco WebEx
Meeting Center for cloud-based web, audio, and videoconferencing. Cisco WebEx
Meeting Center also includes the ability to allow for screen sharing, remote control,
file transfer, whiteboarding/annotation, and recording of conferences.

In addition to the 17 main chapters, this book includes tools to help you verify that
you are prepared to take the exam. Chapter 18, “Final Preparation,” includes guidelines
that you can follow in the final days before the exam. Also, the CD-ROM includes quiz
questions and memory tables that you can work through to verify your knowledge of
the subject matter.

In addition, you can find the following appendixes on the CD that is included with this
book:

B Appendix C, “Memory Tables,” holds the key tables and lists from each chapter
with some of the content removed. You can print this appendix, and as a memory
exercise, complete the tables and lists. The goal is to help you memorize facts that
can be useful on the exams.

m  Appendix D, “Memory Table Answer Key,” contains the answer key for the exer-
cises in Appendix D.

m  Appendix E, “Study Planner,” is a spreadsheet with major study milestones, where
you can track your progress through your study.

For More Information

If you have any comments about the book, you can submit those at Cisco.com. Just go
to the website, select Contact Us, and type in your message.

Cisco might make changes that affect the CIVND exam from time to time. You should
always check http://www.cisco.com/web/learning/certifications/associate/index.html for
the latest details. Register your product at ciscopress.com/register for convenient access
to downloads, updates, and corrections as they become available.
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This chapter covers the following topics:

m Video Use Cases: This section provides a brief discussion of potential use cases
for video.

m Architectural Overview: This section provides a high-level view of the core
components of Cisco video solutions.



CHAPTER 1

Introduction to Video
Communications

High-quality, immersive video capabilities provide what may be the single most transfor-
mative technology available today. Through the use of prescriptive best practices, Cisco
has pushed video into the technological spotlight. These prescriptive recommendations
are made available on Cisco.com as Cisco Preferred Architecture guides. These preferred
architecture guides are written specifically for design and deployment engineers and are
referenced throughout this book.

Video has long been seen as a gimmick technology, at best. A number of conditions
have contributed to the view that video is simply not viable as a communication medi-
um. Thankfully, the current generation of video technologies and offerings has greatly
changed that view. This chapter provides an overview of potential video use cases and
architecture.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 1-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes.”

Table 1-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions

Video Use Cases 1-2

Architectural Overview 3-5

Caution The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.
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1. What is a SIP URI?

An email address
A globally unique identifier utilized for SIP dialing

A user’s Microsoft Active Directory credentials

e o TP

The address typed into a browser to reach a web page

2. What is the minimum requirement to establish a conference call (audio or video)?

a. AURI

b. A URL

c. Bridging resources

d. Internet connectivity
3. Which Cisco video architecture component provides the foundation for all other

components?

a. Call control

b. Endpoints

c. Conferencing

d. Collaboration edge

e. Applications

4. Which Cisco video architecture component is responsible for the success or failure of
the user experience?

Call control

Endpoints

Conferencing

Collaboration edge

o a0 5D

Applications

5. Which Cisco video architecture component allows for VPN-less access and is respon-
sible for interoperability functions?

Call control

Endpoints

Conferencing

Collaboration edge

o a0 5D

Applications
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With video integrated into the desk phone, either directly or through the use of Cisco
Jabber (with desk phone control and a webcam), the user experience is greatly enhanced.
Face-to-face communication tends to be more productive and consistently engaging than
audio only. One side effect of video, for better or worse, is a reduction in multitasking.
Conversations and interactions are more productive simply by virtue of making eye contact
with a colleague in the next office or half a world away. All communications within the
office can now be face to face. Of course, the option always exists to mute the video on a
bad hair day.

Video Meetings and Conferences

There was a time when the very mention of a videoconference spread fear, uncertainty, and
doubt among attendees and IT personnel alike. Videoconferencing can be accomplished in
a number of ways. As an extension of telephony, a conference call is a conference call. In
traditional telephony, there is usually talk of basic conferencing in the form of ad hoc or
meet-me capabilities. The minimum requirements for an audio conference is, simply put,
some kind of bridging resource. The same holds true for videoconferences. The process to
initiate them is identical. In an ad hoc (or instant) conference, a point-to-point call is estab-
lished, followed by one party initiating the addition of the other attendees. For a meet-me
conference, all parties dial a predetermined number and join an already existing bridge.
Again, there is no difference when using video-capable endpoints.

Where videoconferencing used to create cringeworthy responses was in the meeting room.
The dreaded rolling television with a pseudo-cam on top of it and an ISDN connection that
could only be initiated by individuals with specialized knowledge has become a symbol of
everything the video user experience should not be. User adoption was further hampered
by the inability for end users to schedule, manage, or initiate their own conference calls. The
IT department was always required to accomplish any video-related resources. There was no
real concept of true collaboration. Documents had to be manually distributed to meeting
attendees before meeting time. Videoconferencing has become fluid and effortless using
one-touch, or in some cases zero-touch, initiation/join. These so-called immersive systems
provide an in-person experience second to none. In fact, in many ways, providing just the
right immersive video experience may be better than being there. Features such as Proximity;,
which allows meeting attendees to follow shared content from mobile devices (including
screenshot and scroll-back capabilities for presentations), add a facet to meetings not previ-
ously considered a viable possibility short of asking for the presentation to be emailed out
and possibly asking the presenter to back up a slide or two. With Proximity, attendees can
simply grab the pieces they want or scroll through the slides on a mobile device.

Extending Video Communications to Teleworkers

As businesses search for new ways to remain profitable and reduce expenses, more and
more are turning away from traditional brick-and-mortar office space for some or all of
their workforce. With Cisco collaboration technologies, you can place video communica-
tions capabilities in the home or remote offices of teleworker employees. This provides the
in-office experience while eliminating the need for those workers to use corporate-owned
office space. The morning and evening commute now consists solely of the walk from one
part of the home to the other, in many cases.
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Teleworker architectures are by no means a one-size-fits-all proposition. The solution archi-
tecture varies along with the job function of said teleworker. Advanced teleworkers may
require fully functional contact center agent capabilities, immersive video endpoints, and
more. Hybrid teleworkers may spend only a percentage of time in the office and the rest of
their time in the remote/home office. Other teleworkers may be fully mobile and always on
the go.

Each of these possibilities carries with it a specific set of highly secure and reliable architec-
tures, which include some mix of virtual private networking (VPN), web access, voice/video
capabilities, and other potential technologies required to fulfill the job function in question.
Video contact center agents, immersive TelePresence, desktop video, desk phone video,
soft phone video, streaming video, and so on are all possible requirements that can be easily
implemented for any type of teleworker.

Video Contact Center

The use of contact center agents is an extremely well-established means of servicing and
maintaining contact with customers. In today’s world, we often encounter an increasingly
negative view of contact centers. Poorly designed scripts, inefficient interactive voice
response (IVR) designs, and a score of other issues have caused a revolt of sorts by custom-
ers. People calling into customer service lines now want to quickly speak to a representative,
instead of trying to navigate the menus in an attempt to find what they seek.

As more and more customers, clients, and peer businesses acquire video capability, it is easy
to see where the video contact center agent may come into play. Using a solutionsuch as
Cisco Remote Expert, customers and agents can engage in a more interpersonal discussion.
This allows a level of collaboration far superior to the traditional contact center.

When customers call a business, they not only get to speak to a representative, they also get
to make eye contact and interact face to face, just as if they were in the same room. This
proves especially valuable in high-touch or white-glove customer service-focused institu-
tions, such as high-end banking. When large amounts of money are being deposited and
withdrawn, it behooves a financial institution to provide that extra touch of technology

and professionalism to make a customer feel more at ease with the decision to do business
with them. Seeing and speaking to a person provides the in-person experience customers are
demanding from businesses today.

Business-to-Business Video

As video adoption increases and accelerates, it becomes pervasive within an enterprise.

In other words, it becomes the norm. It simply becomes that which is expected in all
business-related interactions. Internally, this doesn’t typically pose much of an issue
because all that is required is a video-capable endpoint and a means of reaching it across
the network. Obviously, there is a bit more to it than that, architecturally. More on that as
the book progresses.

When business is done face to face, collaboration becomes natural. Escalation of instant
messages to video calls or videoconferences can be done in a click. These same tools start to
become an expectation in all dealings with peers, colleagues, partner companies, customer
companies, and on down to the individual customer. Business-to-business (B2B) video is a
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relatively uncomplicated extension of the existing video architecture. That is, assuming both
sides are using standards-compliant (not merely standards-based) endpoints/architectures.
Proprietary endpoints, codecs, architectures, and so on will not be able to easily participate
in such communications unless both sides have deployed said proprietary solution.

The value of B2B video comes from being able to easily and seamlessly collaborate with
business contacts in real time using more personal, effective means than simply audio calling
and email. Adding video, instant messaging, content sharing, file transfer, and other features
increases productivity immensely.

Architectural Overview

Like any true architecture, Cisco video architectures consist of layers of components. The
architecture includes a number of components working in concert to provide the desired
user features and experience. In addition, the architecture provides high availability and
security. By implementing these components and services, it becomes rather simple to
implement any of the video use cases mentioned earlier because they are all extensions of a
common system. Figure 1-1 shows an overview of the architectural components.
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Figure 1-1 Cisco Video Architecture Overview

The figure shows the relationship and modularity of the various components discussed in
this chapter. Each set of components is layered on top of the other components, and the
endpoints make use of the features and functions provided at all levels. Also noted in the
figure are the remote sites and teleworkers mentioned earlier in this chapter. Once the archi-
tectural components are in place, adding more endpoints, regardless of location, requires
only the endpoints to be added at each site. Table 1-2 provides some detail on the compo-
nents and the purpose of each.
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Table 1-2 Components in the Cisco Video Architecture

Module

Call control

Component

Cisco Unified Communications
Manager (CUCM)

Function

Endpoint registration, call
processing, media resources

CUCM IM and Presence

Instant messaging and presence

Cisco Integrated Services Router
(ISR)

Survivable Remote Site Telephony
(SRST)

Endpoints Cisco Jabber, desktop video, and Real-time voice, video, content, and
TelePresence units desktop share for users
Conferencing Cisco TelePresence Conductor Manages conferencing ports,
parameters, and resources
Cisco TelePresence Server Audio and videoconferencing
resources (virtual server)
Collaboration Expressway-C Interoperability and firewall traversal
edge - . .
8 Expressway-E Remote endpoint registration to
CUCM and B2B communication
Cisco TelePresence ISDN Gateway | Interoperability with H.320
endpoints
Applications Cisco Prime Collaboration Provisioning, monitoring,

management, analytics

Cisco TelePresence Management
Suite (TMS)

Scheduling, web conference
integration, advanced video features

Cisco TMS Suite Extension for
Microsoft Exchange

Enables TMS scheduling via
Microsoft Outlook

Call Control

Call control is the component that provides the foundation of the video architecture. In
essence, it is the single most important function. Without call control, there is no solu-
tion. Call control is more than just a signaling mechanism. It handles endpoint registration,
dial plan, called and calling party presentation, call admission control, codec selection, and
trunking operations. There is quite a bit more that goes on with CUCM, in particular.

From a video architecture perspective, CUCM provides the common platform for voice
and video endpoint registration and management. This includes soft phone, desk phone,
desktop video endpoints, and immersive TelePresence endpoints. Cisco has made great
strides in consolidating all elements into a single call control entity to ease overall admin-

istration tasks.

In addition, the instant messaging and presence (IM&P) capabilities have been rolled into
CUCM from an administrative standpoint. Although the Cisco Unified Presence Server
(CUPS) is still a separate virtual server, once installed, it is administered through the CUCM
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administrative web page. This allows a single pane of glass for call control and for IM,
network-based presence, federation, and the use of Cisco Jabber on desktop and mobile
devices.

Endpoints

There has been a slight shift in nomenclature as it pertains to collaboration architecture.
Where the collaboration architecture used to reference phones and calls, it now references
endpoints and sessions. An endpoint is no longer necessarily merely a phone. The endpoint
may be any phone or video device in the Cisco portfolio, be it a 3905, 8861, DX80, or
MX700. From an administrative perspective, they are all identical in how they are config-
ured in CUCM. That said, a call is no longer necessarily audio only. The term session pro-
vides a more generic descriptor while carrying the same essential connotation.

With the diversity of the endpoints available comes a diversity in features that each may
access and use. With call control and endpoints in play, the remaining pieces of the archi-
tecture provide modularity in functionality. Whereas call control provides a foundation,
endpoints provide a means of accessing the wide array of services and applications available
within the remaining architectural components. The endpoint is the face of the system as it
provides the user experience. If the endpoint is difficult to use or complicated to deploy,
there may be a high potential for adoption and growth problems.

Conferencing

A conference is loosely defined as three or more people communicating in real time. This
is a core capability of legacy voice deployments and video deployments. The ability to
communicate only via point-to-point video will have a negative impact on adoption of the
technology. If video is the new way, it needs to function in a similar manner to the old way,
with very little, if any, learning curve.

Conferencing capabilities build upon the existing infrastructure for point-to-point calls.

For multiparty calls, additional resources will be required. The idea, however, is to offer

the same ease of use and consistent experience regardless of how many individuals are in
attendance. This is accomplished by positioning the right components within the network.
These components are sized based on usage expectations and user habits. Participants can
join from any standards-compliant video endpoint using standard definition (SD), high defi-
nition (HD), High Definition Plus (HD+), or a higher-end resolution known as FullHD (more
on those later in the book). As adoption grows, it may well become necessary to expand the
resources available for conferencing.

Conferences can be classified into three types:

® Ad hoc (instant): This is a conference that is not scheduled. It begins as a point-to-point
call. Once established, one party or the other adds additional participants.

m Personal (persistent): Formerly known as a rendezvous bridge, personal meeting rooms
are static meeting spaces defined on a per-user basis. These rooms can be allocated to
executives, power users, or anyone else who requires it. Cisco Collaboration Meeting
Rooms (CMR) are persistent meeting rooms that can be joined by dialing a URI and
clicking a hyperlink in an invitation email (which launches WebEx) or by simply dialing



Chapter 1: Introduction to Video Communications

the pilot phone number and entering the meeting number. Like other WebEx meetings,
CMR meetings can be joined from the WebEx client on any mobile device. Other terms
that might describe a personal meeting room include meet-me and static bridges.

B Scheduled (meet-me): A conference call planned in advance. The start time and resources
needed are set ahead of time. For scheduled conferences, generally, the required confer-
encing resources are reserved and guaranteed available at start time.

As noted in Figure 1-1, conferencing uses the Conductor and TelePresence server. The
TelePresence server handles the audio/video portion of the conference. The Conductor
coordinates resources for conferences. It has the ability to cascade across bridges

and allocate resources best suited for the types and needs of attending clients
(SD/HD/HD+/FullHD, and so on) even if those resources are not collocated.

Collaboration Edge

Businesses have long struggled to find the most efficient way to provide secure, reliable ser-
vices to their user communities working outside of the traditional office setting. The bring-
your-own-device (BYOD) movement has done little more than increase the pressure to find
innovative access methodologies which provide the necessary access to services and applica-
tions while aligning to business and security policies.

Collaboration edge is a new implementation of an existing technology, firewall traversal.
This mechanism allows Cisco to provide mobile/remote access to teleworkers without the
need for a VPN connection or additional licensing typically associated with that connec-
tion. The solution consists of two core components: Expressway-E and Expressway-C.
Expressway-E acts as a traversal server for external clients, video endpoints, and so

on. It will be the device also in charge of handling B2B calls and cloud connectivity
(WebEx). Expressway-C acts as the traversal client. It creates outbound connections to the
Expressway-E (and therefore through the firewall without need to open specific ports).
The firewall traversal mechanism opens a connection through the Expressway-E, across the
firewall to the Expressway-C, and then on to the other relevant components as requested by
the mobile client.

In Figure 1-1, the architecture shows the Expressway-C on the internal network; the
Expressway-E sits in the demilitarized zone (DMZ) to handle external requests coming
in. The connectivity is established from the remote clients to the Expressway-E using
Domain Name System (DNS) Service (SRV) records. When the user launches a client from
a mobile device or laptop, the DNS lookup resolves the records for services required by
the client application and makes contact. Registration is processed, and the user is able to
log in successfully.

It is suggested that the Expressway-E and Expressway-C be deployed in a highly available
configuration (that is, in clustered pairs). This ensures that services are always available
even when there may be network-related issues in progress. Optionally, an ISDN gateway
can be deployed in support of legacy H.320 endpoints. The collaboration edge architec-
ture also enables native interoperability with Microsoft Lync audio and video. This allows
Expressway-C to support standards-compliant H.264 AV C interworking with Microsoft’s
proprietary SVC implementation. Rich Media Session licenses are required on the

11
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Expressway-C for each session to be passed through. If Microsoft Lync clients are connect-
ing back to the network via a Microsoft Edge server, Expressway-E is required because it
provides traversal using relays around Network Address Translation (NAT) (TURN) services
to Lync on behalf of the Cisco receiving endpoints.

Applications

Applications available for end users are numerous. However, the applications that apply
here are those mentioned in the video architecture. Specifically, these are Cisco Prime
Collaboration and Cisco TelePresence Management Suite (TMS).

Cisco Prime Collaboration is a suite of applications that allow provisioning, deploy-

ment, monitoring, management, and measurement of collaboration-related metrics. With
Collaboration System Release (CSR) 10.x, Cisco has begun including the Cisco Prime
Collaboration Standard suite of applications (for the first cluster) at no additional cost. This
includes Prime Collaboration Deployment (PCD), Prime Collaboration Provisioning (PCP),
and Prime Collaboration Assurance (PCA). An upgrade is available to Prime Collaboration
Advanced, which adds additional functionality to PCP and PCA while adding the Prime
Collaboration Analytics module.

PCD is a migration/upgrade assistant module that provides for rapid installation and mainte-
nance of CUCM and TelePresence components. It can provide a one-jump path for CUCM
migration from very old versions to the latest version. It also assists in making the needed
changes when CUCM IP address changes need to be made. It makes the needed changes
throughout the cluster.

PCP is a provisioning tool that allows the creation of business rules and work flows that
allow for zero-touch deployment of new users, their endpoints, clients, and voice mailbox-
es. When configured to sync with Active Directory (AD), PCP detects new users. It imports
them into the database and provisions all the configured services for a user of that type and
in that location. PCP can also replace the use of the CUCM Administration page for day-
to-day move/add/change or even troubleshooting. It all comes down to work flows and the
desired degree of granularity.

PCA is the monitoring, troubleshooting, and reporting module of the Prime Collaboration
suite. It keeps constant track of the processes, services, call quality, and so on, just as a tradi-
tional network management suite might do. However, it is monitoring metrics such as jitter,
mean opinion score (MoS), and more for voice and video calls.

TMS is a server application meant to perform provisioning, configuration, directory/
phonebook functions, conference scheduling and control, endpoint/infrastructure manage-
ment, and reporting for video endpoints. TMS is also used in scheduling conference rooms,
allocating resources, managing CMRs, and more. It integrates with Microsoft AD and with
Lotus Notes for directory and phonebook functionality. TMS also has a suite extension
(TMSXE) specifically for Microsoft Outlook. This allows the creation of meetings/
conference right from the Microsoft Outlook calendar page. The TMSXE module replicates
calendars between TMS and Microsoft Exchange to keep track of room resources.
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Summary

Video is indeed the new dial tone. Video technologies are seeing expansive growth on all
fronts, be it consumer, personal, desktop, immersive, conferencing, B2B, or any other of the
implementation types you might think of. It is becoming a way of life for a large percentage
of the world’s population. People are simply coming to expect to be able to make eye con-
tact in any conversation regardless of device, distance, or circumstance.

The Cisco Preferred Architecture for Video guide details the basics of the architectures and
what is needed to implement the capabilities discussed both in that document and in this
book. This chapter addressed only the high-level video architecture and its core constituent
components. It is highly recommended that anyone seeking a collaboration certification

be familiar with the Cisco Preferred Architecture documents and the architectures they
describe for the certification pursued.

Exam Preparation Tasks

This chapter provided an overview of the architecture and components contained in the
core Cisco video architecture. The information presented here is not included in the exam
blueprint. Therefore, it is unlikely that you will encounter it on the exam itself. However,
the information presented in this chapter is part of a prescriptive best practice for video
architecture. It is necessary information for deploying and managing Cisco video solutions.
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This chapter covers the following topics:

m Legacy Digital Media Architecture: This section provides an overview of the evo-
lution of digital media as a viable form of content delivery over recent decades.

m Cisco Digital Media Suite: This section discusses the Cisco Digital Media Suite
solution, including high-level architecture and the individual components therein.

m Capture Transform Share: This section briefly overviews the content capture,
transcoding, and publication using the DMS architecture, along with optimiza-
tion capabilities.



CHAPTER 2

Cisco Digital Media and Content
Delivery

This chapter provides an overview of the Cisco Digital Media Suite (DMS) solution. DMS is
a video content creation, editing, transformation, and delivery architecture intended for use
in a variety of manners, including education, sport stadiums, restaurant menus, staff training,
and as many other uses that a moderately active imagination might contrive.

Every question deserves an answer. The age old question “why?” comes to mind when busi-
nesses and educational institutions are first presented with DMS as a potentially useful and
valuable architecture. In addressing that simple question, it is necessary to understand, at
least in part, the roots of the technology. With that in mind, a small discussion of history

is in order, followed by a more lengthy discussion of the DMS solution and its constituent
components.

Like many architectural solutions, DMS consists of a number of software and hardware
components, each dependent on one another. They, in turn, make use of the underlying
network and collaboration infrastructure. As the name implies, DMS is a video-based solu-
tion. As such, its traffic must be properly protected and prioritized throughout the network.
A well-designed quality of service (QoS) deployment is critical to the success of any video
implementation. Although QoS is beyond the scope of this chapter, it is well worth explor-
ing and understanding. For more information on QoS, check out the following sites:

m Cisco Quality of Service: http://www.cisco.com/c/en/us/products/ios-nx-os-software/
quality-of-service-qos/index.html

m Enterprise Medianet Quality of Service Design Guide: http://www.cisco.com/c/en/us/
td/docs/solutions/Enterprise/WAN _and MAN/QoS SRND 40/QoSIntro_40.html

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 2-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes.”
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Table 2-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions

Legacy Digital Media Architecture 1-2
Cisco Digital Media Suite 3-6
Capture Transform Share 7-8

Caution The goal of self-assessment is to gauge your mastery of the topics in this chapter.
If you do not know the answer to a question or are only partially sure of the answer, you
should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might pro-
vide you with a false sense of security.

1. By what means was content distribution accomplished in legacy architecture?

Dynamic distribution using network-based architecture
Manual distribution

Proprietary distribution methodologies

e o o @

Distribution via standards-based protocols
2. Inlegacy architecture, early content portals were constructed using what resource?

a. Intranet resources including internal servers, simple web pages, and wiki pages
b. Internet resources including hosted servers and network services
c. Digital media architecture solutions

d. Multicast network protocol capabilities

3. Which Cisco DMS component is used for content recording?

a. Cisco Cast
b. Cisco TCS
c. Cisco DMM
d. Cisco DMP

4. Which of the following Cisco DMS components is used as a centralized application
for managing, scheduling, and publishing content?
a. Cisco TCS
b. Cisco DMM
c. Cisco Cast
d. Cisco DMP
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Which Cisco DMS component is used in transcoding recorded media content?

a. Cisco MXE
b. Cisco Cast
c. Cisco DMP
d. Cisco TCS

Which Cisco DMS component is used in controlling playback of digital media?

a. Cisco TCS

b. Cisco Cast

c. Cisco DMP

d. Cisco DMM

Among the services offered by the Cisco Capture Transform Share solution is which
of the following?

Videoconferencing

Video on demand and streaming

WAN optimization

e o T

Audio conferencing
ECDS is a solution that provides which of the following benefits?

Video on demand capabilities
Audio conference resources

Content distribution management

e 0o oo

WAN optimization
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Foundation Topics

Legacy Digital Media Architecture

Early implementations of what evolved into digital media systems were largely proprietary
systems meant to provide surveillance capabilities. Initial systems were watch-only systems;
they lacked any capability to record and store the images being collected. This meant that
someone had to be physically watching the screens at all times. As the technologies advanc-
ed, recording capabilities for audio and video started to be implemented and used. These
systems were adapted for use in delivering content to televisions stationed throughout
office buildings, plants, and so on. This could be used to deliver morning news relevant to
the business, announcements, and so on.

These systems were not attached to any external content provider, of course. All content to
be presented was largely created and sourced by the entity owning the system. The “closed-
circuit television” essentially signifies that the content is being sent to only a very limited
set of endpoints, typically over physical media such as coaxial cable. It is the opposite of
“broadcast television,” which is meant to be openly provided to all capable endpoints via
over-the-air broadcast.

Over time, recording capabilities evolved from reel-to-reel systems to the videocassette
recorder (VCR) and then on to network-based storage capabilities. These network-based
capabilities were often server-based solutions that would store content on local hard disks
then push it out across a private network to proprietary display systems.

With the coming of applications such as Microsoft PowerPoint and other slide-show-
capable software packages, digital signage became a viable capability. These architectures
were typically built upon PC-based platforms. Those PCs would be network attached in
order to provide remote management and content access. They would also provide the
interface to keyboard, mouse, and monitor to make local tweaks to and display the created
content.

The PC-based architecture has a number of significant drawbacks that really prevented its
widespread use for dedicated digital signage. The cost of PC hardware, certainly, was one
significant limiting factor. System administration difficulties, software costs, high power
consumption, lack of failover/redundancy capabilities, and security (both physical and soft-
ware related) obstacles made these solutions challenging, at best. In addition to these, the
fact that many early solutions were proprietary meant that there could only be one source
of content in specific formats for the solution. The lack of standards-compliant media was a
huge challenge in attempting to make use of this kind of technology.

The fact that many systems were closed and proprietary is no surprise. Innovation waits for
no one. These types of systems were needed by businesses for a number of reasons. And,
they were needed right now. The business world had no time to wait for the battles to be
won and lost in order to implement the systems they needed for security, content hosting,
and content delivery. Where there is a need, there is going to be someone smart enough to
meet it and capitalize on it.
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Cisco has done much of that type of innovation over the three decades of its existence.
Technologies such as InterSwitch Link (ISL) for LAN Trunking, Cisco Discovery Protocol
(CDP), Cisco Power over Ethernet (Cisco PoE), and Skinny Signaling Protocol (SCCP) are
big examples of that kind of innovation. No standard existed to fill the needs demanded
by businesses. So, Cisco created a temporary solution while the relevant standards were
being ratified and put in place. Once the respective standards became a reality and ready
for prime time, Cisco instituted a technology migration to those standards. ISL gave way to
802.1Q. CDP has begun a transition to Link Layer Discovery Protocol (LLDP). Cisco PoE
has become 802.1af/802.1ac/801.at PoE. SCCP is giving way to Session Initiation Protocol
(SIP) now that feature parity has become a reality between the two.

Streaming Video

Providing access to streaming video in legacy environments was similarly fraught with chal-
lenges. Again, the problem largely goes back to proprietary formats and the absence of
viable standards in video creation, encoding, transport, and delivery. During this time in the
evolutionary stage of video streaming, the world was still largely server-based, rather than
network-based. So, in the minds of many, servers were the network. The media and proto-
cols used in making the servers communicate was largely irrelevant. No one single protocol
had yet won the day, so to speak. Broadcast-based protocols, such as Novell’s Internetwork
Packet eXchange (IPX) and Apple’s AppleTalk, were still prevalent in the majority of net-
work architectures. TCP/IP was still a relative novelty in the view of many (non-UNIX)
server administrators.

At the same time, Ethernet had a number of available flavors and competing technologies.
10BASE2 (thin coaxial cable), 10BASES5 (thick coaxial cable), and 10BASE-T (twisted pair)
were all in widespread use as transmission media. IBM’s Token Ring (at 4 Mbps or 16 Mbps)
technology still had a significant foothold in the realm as well. Eventually, 10BASE-T won
out over its coaxial cable-based cousins, and the battle came down to 10BASE-T Ethernet
versus Token Ring. Ethernet eventually won that battle as well. But, it is worth keeping in
mind that the technologies in use in the 1990s were a wild mix of Layer 1, Layer 2, and
Layer 3 protocols as numerous communications methodologies fought for survival.

Today, there is one prevalent Layer 1 infrastructure for the local-area network (LAN); a
similarly prevalent Layer 2 protocol infrastructure; one prevalent Layer 3 protocol; and a
wide array of standards focused on communication, audio encoding/transmission, video
encoding/transmission, and much more beyond that. The video battle still rages to a large
degree, of course. But, it too will be settled in due time.

With all the chaos in the industry, content distribution was almost entirely manual. That

is, the content had to be pushed by an administrator to a server somewhere, which is then
made accessible to the PC end stations actually presenting the content. In many architec-
tures, administrators were required to manually push the content to each local PC. It all
came down to just how network aware the proprietary application in use happened to be.
The use of web-based services with audio, video, and other content overlay is quite new on
the scene.



20 CCNA Collaboration CIVND 210-065 Official Cert Guide

IPTV

Large corporations were able to make use of streaming architectures within a campus
environment by leveraging LAN-attached video encoders that were capable of leveraging
IP-based streaming. The use of multicast technologies became a prevalent delivery mecha-
nism during this time. Content came from a number of sources, including VCR/DVD, satel-
lite, cable TV, and custom content recorded via video camera either at a company-owned
studio or simply in someone’s office. All these content sources could be pushed through

a video encoder and onto the IP network. These IP Television (IPTV) feeds could reach
the PC-based endpoints or proprietary display systems deployed throughout the campus.
However, these feeds could not typically be easily stored or archived, nor could they typi-
cally be deployed in a mixed-vendor endpoint environment. This was the case even once
standards-compliant streaming protocols, formats, and clients were in play.

Content Portals

In the pre-YouTube world, video distribution technologies presented more challenges than
solutions, it seems. During the early evolutionary phases of content distribution technolo-
gies, ease of use was not all that high on the list. The proper use of video still required an
IT personnel resource. Those user-facing tools that were available were somewhat less than
intuitive. As the concept of the intranet came about, network administrators began to push
more and more of the capabilities out to the user community. In most cases, this amounted
to a simple web page format or a wiki-type blog format that presented links to the video
files and hopefully some kind of description of the file content. As the user clicked each
link, the files could be accessed and downloaded. This was usually accomplished via
Common Internet File System (CIFS) or File Transfer Protocol (FTP) to deliver the file to
the user’s local PC. There was no means of simply embedding the video into the web page
to be streamed from a central location. Resources were largely decentralized at this point.

Once downloaded, a client installed on the desktop could then be used to play each file
individually. It was not unusual for a separate desktop client to be needed for each type of
video format to be played.

Although the use of intranet services and wikis did offer a more streamlined means of pro-
viding content, it did not allow users to share content. In many cases, they were not allowed
to upload their own content either. Each server held a different library of content (and,
therefore, had to be accessed independently). This limits user interactivity, sharing, and con-
tent upload.

In today’s world, content is content, and anyone can create, upload, share, and distribute it.
There are obvious needs for security and protection of confidential information, of course.
Those security mechanisms are certainly in place. User interfaces for these content portals
are intuitive and support a wide range of software clients and hardware platforms, both
static and mobile. These services are intended to provide anytime, anywhere, any device
support for all content relevant to the business.
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Cisco Digital Media Suite

In DMS, Cisco provides a comprehensive set of tools that enable companies to create flex-
ible, scalable, and easily accessible content for end users, departments, peers, customers,
and more. DMS offers an all-in-one solution for webcasting, video sharing, digital signage,
and IPTV applications. Making the integration of digital media into the day-to-day business
flow enhances communication and changes the way we collaborate and interact with our
peers, colleagues, and others.

Like any other architecture, DMS includes a number of modular components. This modular-
ity allows the creation of a custom-tailored solution based on the business needs at the time
of deployment and the ability to grow, and add additional modules, as desired. The subsys-

tems of the DMS solution are as follows:

m Cisco Digital Signs: Digital signage subsystem that dynamically delivers content to be
displayed
m Cisco Cast: IPTV application that allows on-demand delivery of content

m Cisco Show and Share: Enables users to create live and on-demand content using social
media aspects such as tagging, commenting, and rating

Each of these subsystems is discussed in later in this chapter. All the applications in the
Cisco DMS solution work with the Cisco Digital Media Manager (DMM). DMM is a cen-
tralized web-based management portal through which all products can be administered. The
DMM is also used in managing, scheduling, and publishing digital media content. Figure 2-1
shows the core components of the Cisco DMS solution.

Show and Share
DMP and LCD

Cisco Cast

Digital Media Manager

Figure 2-1 Cisco Digital Media Suite Components
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Figure 2-2 shows configured output formats and layouts. Each is optimized for the type of
device on which it is meant to be played and converted to the respective format for that
device. Also in the template are options for both on-demand and live streaming format
options.

Cisco Digital Media Manager

Ke All DMS applications use the DMM as a common management platform. DMM is a web-

Y I : ; :

based application that can manage, schedule, and publish content. Media and messaging are
sent to the DMPs at the endpoints. The endpoints have little real control over presented
content. DMM admins control what is shown and when it is presented to end users. The
content can consist of live or recorded messaging or media. It can be surrounded by flash-
based content as well to provide for customization. Content can be created using the Cisco
Digital Media Designer (DMD) and can control when content is presented. This content can
be managed, scheduled (for instant or future deployment), and published via this portal.
It allows the creation of content playlists for both Digital Signs and Show and Share. The
DMM also allows reporting on content playback/video usage. Figure 2-3 shows the home
page of the DMM.
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The DMM is the primary management interface for the Digital Signs, Show and Share, Cast,
and administration of the DMM server itself. Clicking the Administration tile on the home
page brings you to the Dashboard. The Dashboard provides a summary of DMPs in inven-
tory, Show and Share server status, in addition to failover, clustering, and so on. Figure 2-4
shows the DMM Dashboard page.

Along the top row of the page are additional tabs for configuration of the system and its
controlled subsystems. Users can be assigned to groups and roles specific to their function,
be it admin, read-only, digital signage users, and so on. This administration portal is the
heart of the DMS solution. It is where configuration and troubleshooting take place, ser-
vices are stopped and started, licensing is applied, and so on. If there should happen to be
some failure with the DMM, the DMP functionality would not be impacted.
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Figure 2-4 DMM Dashboard

Cisco Multimedia Experience Engine

for recorded and live content. It performs both transcoding and transrating. The previous
section on Cisco TCS briefly touched on the concept of a workflow. The template, created
in TCS, which specifies output video formats and layouts, is made available to content
authors for selection on a per-device basis. The recorded video is passed to the MXE for
conversion to the specified formats. This can be done manually or via the automated work-
flow mentioned earlier. The content can be adapted from nearly any format, proprietary or
otherwise, and converted to any other format. It can handle audio-only, standard definition
(SD), and high-definition (HD) inputs. It can also perform color correction, cropping,
scaling, and more. The output media can then be viewed on a wide array of devices/
applications. As new formats are introduced over time, they can be added to the MXE
through system upgrades.

The Cisco Multimedia Experience Engine (MXE) provides any-to-any media transformation
Topic

As mentioned, the process is easily automated. If the content was acquired in some manner
other than capture via TCS or other aspect of the DMS solution, it can be manually pushed
through the MXE. Figure 2-5 shows the MXE video selection page.
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Figure 2-5 MXE Manual Video Upload

The process is rather straightforward. The file is uploaded via the Browse button. Once
uploaded, a title is given to the video. Optionally, a description and tags can be added
followed by a click of the Next button. With that done, the output formats need to be
selected. Figure 2-6 shows the output format selection page.
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Figure 2-6 MXE Output Formar Selection

Numerous formats are available for the output video. What is shown in the figure is only

a subset of the available options. Once you select the desired output formats and click the
Next button, additional enhancements become available. Figure 2-7 shows the options avail-
able to enhance the video.
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Figure 2-7 MXE Video Enhancement Features

As the video is processed, you can add bumpers, trailers, watermarks, and graphic overlays.
Once the video is selected and configured, you can preview the video and make changes

if so desired. After all options are satisfactorily chosen, you can convert the video into the
selected formats. Figure 2-8 shows the job status page.
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Figure 2-8 Video Conversion Job Status

The format conversions take place in tandem on the MXE. Each format will have a sub-
mission date and time and a status. When each one completes, a link becomes available to
download it or stream it, as permitted by the format. Also, as each conversion completes, an
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Cisco Digital Signs is the subsystem that deals with interactive on-premises digital signage
that delivers video and application content to many displays. It provides a central manage-
ment portal for management of DMP devices. It also allows control and provisioning of
media content that shows on displays, in addition to when that content is shown. The con-
tent sent to the displays can consist of multiple formats, including Flash, live video, pre-
recorded video, and more. The layout of the displayed content can be customized using the
Cisco Digital Media Designer (DMD).

The width and breadth of content possibilities is immense. Some possibilities include
Stock tickers, RSS feeds, social media feeds, streaming video, video on demand, live video,
custom-built applications, Flash media, and more. Content can be created or downloaded
from anywhere on the Internet. The system supports more than simple digital signage. It can
also support interactive services, such as on-demand concierge services, dynamic restaurant
menu services, virtual dressing room services in retail stores, and countless other possible
deployment options. All of this can, and likely will, include all the same services on mobile
devices for customer interaction. Supported video formats, include MPEG1, MPEG2,
MPEG#4 (Part 2), and Windows Media 9 on both the DMP 4400 and DMP 4310 platforms.
The DMP 4310 system also supports H.264 (MPEG4 Part 10) format. Figure 2-9 shows an
example of content used in creating a digital concession stand menu.

Figure 2-9 Cisco Digiral Signage Providing Concession Stand Menu

Cisco Cast

Cisco Cast is another component in the Cisco DMS architecture. It uses the DMP infra-
structure to allow fast, convenient browsing and the viewing of digital media content via
the use of a DMP remote control. It includes three essential functions: one to access video
on demand, one to scroll through live channels, and one that provides a channel guide.
Essentially, it puts the end user in control of what content is delivered to the DMP for
display. This can include live news, financial information, sales/marketing information,
entertainment (on demand, live, custom created), or corporate communications. It includes
support for the use of standard video-streaming formats for both live and on-demand video
content. This includes MPEG1, MPEG2, MPEG4 (Part 2), and Windows Media 9. Some
DMP systems also support standards-based H.264 format.

Cisco Cast includes a tool called Cisco Cast Manager. This tool resides on the DMM.
Using Cast Manager, channel line-ups can be defined and added to an onscreen program
guide. This is the same type of experience typical when using the program guides pro-
vided by most cable and satellite companies today. The channels can include live content,
on-demand content, and third-party content available via subscriptions. The channel
line-ups of these third-party entities can also be integrated into the onscreen guide. Third
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parties can be specific content provides, cable companies, satellite providers, or tele-
vision syndicate channels. There really are no hard-defined limits on what can be brought
into the guide or channel selection. In addition, Cast Manager allows customization of
the guide to include corporate logos, color schemes, and so on.

Cisco Show and Share

Cisco Show and Share (SnS) provides a central web-based portal for users to access live or
prerecorded videos and other shared content. These videos can be flagged for access control
or allowed full public access. Essentially, SnS is a webcasting and video-sharing application.
It provides a platform for authoring, publishing, and reviewing recorded video content. SnS
supports a distributed server architecture to allow for greater scale in larger deployments. It
also includes in-depth reporting capabilities for both video authors and system admins.

When used in conjunction with the Cisco Media Experience Engine (MXE), any video
media format can be transcoded to any other video media format. In addition, the trans-
coded media can be formatted optimally for various common playback devices, such as
smartphones, desktop computers, tablets, and so on.

SnS allows the creation of video communities. These communities could be based on com-
mon interests, membership in a group or class, or any other delineating factor. Access to
recorded content can be limited to the community, an individual, or allowed for everyone.
Regardless of author, editor, or viewer, video content supports tagging, commenting, and
rating. This allows the best or most popular content float to the top of the stack, so to
speak. Commonly used tags are shown in the portal sidebar.

Content can be archived, stored centrally, or distributed based on network infrastructure
needs. Figure 2-10 shows the Show and Share portal interface.

T |

c B s £ B 4 0

1 Public Videos Uy e

SortEr Mewest | Masviewed | Hghesrated | Most cormients |

wern B’TJ;K areate Q) S30

Lhe v
U e toem Telégrasesce snspaint

Aioss Zyeas 490
A Sl

Rtz el !
1

im0 k030 1 tentgeroage |10, -1 Tow't

Figure 2-10 Cisco Show and Share

31



32 CCNA Collaboration CIVND 210-065 Official Cert Guide

Based on size and scale, SnS can be deployed in fully on-premises, colocated, or distributed
deployment models. SnS provides the following functions and features:
m Workflows for flexible authoring, publishing, and reviewing
Multiformat file types and recording from USB cameras
Creation of secure video communities
Ability to enable commenting, rating, and word tagging
Highly flexible user/group management and viewing rights

Advanced content storage, archiving, and distribution management

Seamless integration into the digital-content network

SnS 5.5 added a connector for Microsoft SharePoint. This allows content to be published
from SharePoint to SnS. It also allows the user to surface all video from SnS directly in
SharePoint. In addition to allowing for viewing of videos, it allows posting of comments
directly from SharePoint.

Capture Transform Share

Capture Transform Share (CSX) is a solution more so than a product. It is the grouping of
TCS, MXE, and SnS as a single architecture for content recording, transcoding/formatting,
and publication. As might be expected, the solution provides for video on-demand and
video-streaming services. For recording, the solution uses TCS. Recording is initiated simply
by placing a call to the URI of your TCS account. To end recording, simply hang up the
call. Once the call is dropped, the workflow kicks in. The recording is pushed to the MXE
for transcoding to any desired format and optimized for numerous playback devices. The
layout can be customized based on the type of device or media format. With that complete,
the content can be pushed automatically to the SnS portal or held for approval. Additional
options can be added, such as bumpers, watermarks, or Pulse Analytics.

Pulse Analytics is a speech- and voice-recognition mechanism that transcribes audio to text
and identifies speakers in recorded content. Once a speaker is named, it will remember that
speaker for future content publications. Once Pulse Analytics has completed processing

a particular video, the text of the audio is available to those viewing the content. Spoken
words are associated with individual speakers and made searchable. For example, if a pro-
fessor records a biology class wherein the topic of conversation is plant life, the viewer can
search on keywords such as “photosynthesis” or “cell wall” or anything else pertaining to the
topic. If the keywords were spoken during the class session, each instance will be returned
along with actionable links to the specific point in the discussion where the keyword occurs
and who spoke the word. It provides a powerful tool for asynchronous student/teacher
interaction or other non-real-time communication between presenter and viewer.
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This chapter covers the following topics:

m Legacy CCTV Video-Surveillance Architecture Evolution: This section covers the
evolution of video surveillance from the early CCTV monitoring systems to the
IP cameras in use today.

m Cisco Physical Security Solution: This section covers the hardware and software
products of the Cisco video-surveillance solution.

m Cisco Video-Surveillance Components: This section provides an overview of
Cisco cameras and analytics, Cisco video-surveillance management software,
and the Cisco media management and storage components.



CHAPTER 3

Cisco Video Surveillance

The Cisco CIVND 2 course is designed to cover Cisco video solutions. Most people
assume that means video communications exclusively. However, Cisco has many prod-
ucts in other venues of video, like IP video surveillance and digital signage. To some
degree, all three of these venues overlap. However, each can stand independently from
the others as well.

This chapter offers a high-level overview of the solution Cisco offers in IP surveillance.
The first section reviews legacy closed-circuit TV (CCTV) video-surveillance architecture
and how it has evolved into what is available today. The subsequent sections cover Cisco’s
physical security offering, the components involved with their solution, and the architec-
tural design of how all the different elements work together.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 3-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes.”

Table 3-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions

Legacy CCTV Video-Surveillance Architectures Evolution 1-2

Cisco Physical Security Solution 3-4

Cisco Video-Surveillance Components 6-9
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Caution The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.

1. Ina traditional video-surveillance solution, what product is used to allow multiple
cameras feed to display on a single monitor?

a. CCTV

b. Multiplexer
c. Multicast

d. VHS recorder

2. As the traditional video-surveillance solution evolved, what product was developed
that increases the capacity of recordable storage?

a. VHS recorder
b. Encoders

c. DMPs

d. DVRs

3. What product allows for Cisco Physical Access Gateway devices to connect conven-
tional wired sensors, along with other physical-security elements, through a converged
IP network?

a. Cisco IPICS

b. The Cisco Physical Access Manager appliance
c. Cisco VSM

d. Cisco Video Surveillance Multiservices Platform

4. What Cisco product is a complete IP-based dispatch and incidence-response solution?

Cisco IPICS
The Cisco Physical Access Manager appliance

Cisco Video Surveillance Manager

e o o

Cisco Video Surveillance Multiservices Platform
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What Cisco product is used to leverage analog video cameras in an IP video-
surveillance deployment?

a. VSM

b. ISR

c. Encoders
d. Decoders

Which Cisco product is responsible for changing layouts that are displayed on the
viewer portal stations?

Cisco Video Surveillance Manager
Cisco Video Media Server Software

Cisco Video Operations Manager Software

e 0o oo

Cisco Video Virtual Matrix Software

Which Cisco product is responsible for sending video feeds to storage and viewer
portal stations?

a. Cisco VSM

b. Cisco Video Media Server Software

c. Cisco Video Operations Manager Software

d. Cisco Video Virtual Matrix Software

Which Cisco product is responsible for interacting with the video-surveillance
software through a web portal?

Cisco VSM

Cisco Video Media Server Software

Cisco Video Operations Manager Software

e 0o oo

Cisco Video Virtual Matrix Software
Which Cisco product allows for up to 1 TB of storage for video-surveillance feed?

Cisco Video Surveillance Multiservices Platform
Cisco Integrated Services Router Generation 2
NAS

DAS

e o T
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A Cisco end-to-end solution can be broken down into three categories:

m Threat detection can be categorized by the physical security elements in a surveillance
solution, such as cameras, motion sensors, and access control.

m Threat monitoring is based on real-time and recorded threat-monitoring services. Such
services may include door sensors and badges, fingerprint scanners or other biometric
sensors, video-surveillance monitoring software, and other media management and stor-
age components.

m The third category of the Cisco end-to-end solution is threat response. This service
includes the IPICS allowing integration with existing communication devices, whether
that be a Voice over IP (VoIP), public switched telephone network (PSTN), or video col-
laboration solution.

Components of a Cisco Digital Media Suite (DMS) could be incorporated, as well, such

as PCs, Digital Media Player (DMPs), Cisco LCD Displays, and the Cisco Digital Media
Manager (DMM). All three of these services work together to offer a complete and highly
effective Cisco video-surveillance solution.

Cisco Video-Surveillance Components

The remainder of this chapter covers Cisco cameras and analytics, Cisco video-surveillance
management software, and the Cisco media management and storage components. The
Cisco video-surveillance solution can be divided into four service domains:

m Input and output devices
B Management
m Storage

m Interactive view

Input and output devices are Cisco IP cameras, analog cameras, encoders, microphones,
motion sensors, and PTZ control. This chapter does not go into microphones and motion
sensors in a Cisco video-surveillance solution. Management elements include features like
central management of previously mentioned devices, operations like PTZ and camera
switching, media control, distribution, and layout changes. Management can also determine
where recorded media is to be stored. Storage involves compressing media when needed
and using scalable storage solutions, whether that be locally attached storage or a network-
attached storage (NAS) or storage-area network (SAN). Interactive view elements monitor
endpoints such as operator view stations. It also contains distribution elements notifications
and media store distribution.

Input and Output Devices

The Cisco IP cameras include standard-definition (SD) and high-definition (HD) capabilities.
They communicate using IP and standards-based interfaces and protocols such as MPEG
and H.264. Cisco IP surveillance cameras also include embedded security and networking,
motion detection, and video analytics. As mentioned before, Cisco Medianet offers the
features PoE, automated provisioning, bandwidth optimization, storage optimization, and
enhanced network security. There are four series of cameras to choose from in the Cisco
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solution. Each has different capabilities to cater to the various needs of the customers.
Some come in a box model, and some come in the dome model. The 6000 series comes in
both box and dome models. Figure 3-3 shows box and dome cameras.

-
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Figure 3-3 Box and Dome Cameras

The Cisco Video Surveillance 7000 series IP cameras support a 5-megapixel lens. It is an
outdoor fixed HD camera in vandal-resistant housing. This series offers excellent image
quality with resolutions up to 2560x1920 and PTZ support. The Cisco Video Surveillance
6000 series IP cameras support a 2.1-megapixel lens and offers HD video capability in bul-
let, box, and dome models. These cameras can be used indoors or outdoor and support up
to 1080p30 resolutions. The Cisco Video Surveillance 4500E series IP cameras offer true
HD video at 1080p, with H.264 compression. These dome IP digital cameras are designed
for superior performance in a wide variety of video-surveillance applications. The Cisco
Video Surveillance 3000 series IP cameras are full-functioning HD cameras with H.264 sup-
port. These dome cameras can support resolutions up to 1280x800 at 30 frames per second.
The Cisco Video Surveillance PTZ series IP cameras are available in SD or HD resolutions.
Cisco PTZ IP cameras can be remotely controlled to monitor a wider area than traditional
fixed cameras. Table 3-2 compares each of the camera series mentioned.

Table 3-2 Cisco Video-Surveillance Camera Features

Camera Model Camera Type Resolution
Cisco Video Surveillance 7000 5-megapixel HD IP dome cameras | Resolutions up to
series 2650x1920
Cisco Video Surveillance 6000 2.1-megapixel HD IP dome, bullet, |1080p30

series and box cameras

Cisco Video Surveillance 4500E True 1080p HD multipurpose 1080p30 or
series camera 720p60

Cisco Video Surveillance 3000 HD cameras IP dome cameras 1280x800 at 30
series fps

Cisco Video Surveillance PTZ SD and HD IP 360 dome cameras | Up to 1080p
series
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Another output device is the Cisco Video Surveillance Encoder. These devices use digital
signal processors (DSPs) to convert analog signal from legacy analog cameras to digital
format. Encoders are an optional component of the Cisco Physical Security Multiservices
Platform, and the Cisco Video Surveillance Media Server Software must be installed on the
server to use them. There are two cards available offering either 16 BNC connection panel
or an 8 BNC connection panel on a single card. The resolution of these capture cards is D1,
with motion JPEG (M-JPEG) and H.264 support. D1 resolution is 704x480, and is the high-
est SD resolution available in common analog-based CCTV deployments. Additional sup-
port on these encoder cards includes RS-232 for remote PTZ control of cameras.

Note that although only Cisco IP surveillance cameras are mentioned in this chapter, third-
party systems are supported by the Cisco DMS solution. This includes third-party IP sur-
veillance cameras and legacy analog cameras through encoders. Also, Cisco IP surveillance
cameras are supported by third-party management software, as well.

Management

The Cisco Video Surveillance Manager Software (VSMS) is the management and control
plane for the Cisco video-surveillance solution components. Cisco VSMS is a software suite
that includes the Cisco Video Surveillance Operations Manager, Cisco Video Surveillance
Media Server, and Cisco Video Surveillance Virtual Matrix. These software components of
the VSM are the three management software solutions that are discussed in this section.

The Cisco Video Surveillance Media Server software is the core component of the network-
centric Cisco video-surveillance solution. This software is responsible for the record-

ing, storing, and streaming of video feeds. The Cisco Video Surveillance Storage System
complements the Cisco Video Surveillance Media Server software. Video can be stored in
direct-attached storage (DAS), NAS, and SAN storage systems. The way it works is that each
IP camera or encoder sends a single video stream to the Cisco Video Surveillance Media
Server. This software is responsible for simultaneously distributing live and archived video
streams to viewers over an IP network. In case of multiple view requests, the software rep-
licates the unique input video streams to multiple output streams, based on request. For
archive viewing, the Cisco Video Surveillance Media Server continuously receives video
from the IP camera or encoder, as configured per the archive settings. The software sends
video streams to the viewer only when requested. In environments with remote branch
locations, this process becomes efficient because traffic needs to traverse the network only
when requested by remote viewers. Video requests and streams are delivered to the viewer
by using HTTP traffic (TCP port 80) or over HTTPS (TCP port 443).

The Cisco Video Surveillance Operations Manager is the core engine for the Cisco surveil-
lance solution. It offers centralized administration of all the Cisco video-surveillance solu-
tion components and supports Cisco video-surveillance endpoints. For security purposes,

it uses authentication and access management for video feeds. Application programming
interfaces (APIs) can be used for third-party integration, and third-party camera and encoder
support is provided. Tools available in the Cisco Video Surveillance Operations Manager
include a web-based portal that can be used to configure, manage, display, and control
video from any Cisco surveillance camera or encoder. Many third-party endpoints are sup-
ported as well. Tools are available to manage multiple Cisco Video Surveillance Media
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that have been discussed and explains the flow of media, the communication signaling
paths, and interactive views that can be used in a Cisco video-surveillance solution. The two
scenarios that are discussed are the Cisco Video Surveillance Operations Manager Viewer
and the Cisco Video Surveillance Matrix Viewer.

When an operator is interacting with the Cisco video-surveillance software, the Cisco Video
Surveillance Operations Manager software is being used through Microsoft ActiveX web
browser. This traffic can use TCP port 80 (HTTP) or 443 (HTTPS). The following steps out-
line the process Cisco’s video-surveillance software follows to change camera views:

1.

Using this software, the operator can select which cameras need to be viewed on
which displays and in what camera positions.

The Cisco Video Surveillance Operations Manager then sends a signal to the Cisco
Video Surveillance Media Server requesting the video feed from the selected cameras.
The Cisco Video Surveillance Media Server requests video feed form the appropriate
cameras.

The camera sends the video feed to the Cisco Video Surveillance Media Server.

The Cisco Video Surveillance Media Server using TCP, UDP, or multicast sends these
views to the Cisco Video Surveillance Operations Manager.

The Cisco Video Surveillance Operations Manager updates the view on the appropri-
ate view portal stations based on the parameters selected by the operations manager.
The protocol used is based on what was requested by the Cisco Video Surveillance
Operations Manager.

Note The number of video feeds that can be shown depends on the CPU, RAM,
and so on of the computer. If all the feeds are displayed, some might show as
thumbnails only or might even make the PC unresponsive.

If another Cisco Video Surveillance Operations Manager Viewer requests the video from
the same IP camera, the Cisco Video Surveillance Media Server simply replicates the video
stream as requested. No additional requests are made to the camera. Figure 3-4 illustrates
the Operations Manager Viewer scenario.
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Figure 3-4 Operarions Manager Viewer Flow Scenario

The process for switching layout views using a Cisco video-surveillance solution is similar to
the previous scenario. Again, when an operator is interacting with the Cisco video-surveil-
lance software, the Cisco Video Surveillance Operations Manager is being used. The follow-
ing steps outline the process Cisco’s video-surveillance software takes to change layouts and
update camera views:

1. Using this software, the operator can select which layout is desired and which cameras
need to be viewed within the different panes on that particular layout. That commu-
nication is sent to the Cisco Video Surveillance Operations Manager through the web
portal.

2. The Cisco Video Surveillance Operations Manager then sends a signal to the Cisco
Video Surveillance Virtual Matrix requesting a particular layout.

3. The Cisco Video Surveillance Virtual Matrix determines what layout and what cam-
eras are to be used. Then the Cisco Video Surveillance Virtual Matrix sends a signal to
the Cisco Video Surveillance Media Server to request video feed form the appropri-
ate cameras.

4. The Cisco Video Surveillance Media Server requests video feed form the appropriate
cameras.

5. The camera sends the video feed to the Cisco Video Surveillance Media Server.

6. The Cisco Video Surveillance Media Server sends these views to the Cisco Video
Surveillance Virtual Matrix.

7. The Cisco Video Surveillance Virtual Matrix sends the communication to the opera-
tions view portal monitors directly.
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The Cisco Video Surveillance Virtual Matrix sends a keepalive message to the operations
view portal monitors periodically to confirm that the displays are still active. Figure 3-5
illustrates the Cisco Video Matrix Viewer scenario.
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Figure 3-5 Cisco Video Matrix Viewer Flow Scenario

Summary

Because of greater needs, the desire for better quality, and key advancements in technol-
ogy, video surveillance has evolved from its rudimentary form over several decades. From
these advancements, Cisco offers a robust and secure video-surveillance solution for cus-
tomers based on modern-day needs. The Cisco video-surveillance solution offers a wide
assortment of IP video cameras and encoders that enable you to leverage analog camera
that may already be in use. You can manage these components securely and effectively by
using Cisco’s VSM software suite, which includes the Cisco Video Surveillance Operations
Manager, Cisco Video Surveillance Media Server, and Cisco Video Surveillance Virtual
Matrix. This software platform offers integration with other components within an orga-
nization like emergency response and other secure devices incorporated into the business
environment. All of this is supported on a Cisco Video Surveillance Multiservices Platform.
This server basis has scalable built-in storage and can integrate with NAS and SAN storage as
well. The Cisco ISR allows for remote management of remote office facilities, completing
the Cisco video-surveillance solution. Memory table are provided for review of key infor-
mation discussed during this chapter. Review these memory tables to ensure a solid under-
standing of these topics.






This chapter covers the following topics:

m Legacy Videoconferencing: This section covers the history and evolution of
videoconferencing technologies and infrastructure.

m Introducing Cisco Collaboration Solutions: This section provides an overview of
the technology categories comprising Cisco collaboration solutions.

m Cisco Collaboration Architecture: This section explains how these technologies
work together to create a cohesive, end-to-end user experience second to none.
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“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 4-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes.”

Table 4-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Legacy Videoconferencing 1-3
Introducing Cisco Collaboration Solutions 4-6
Cisco Collaboration Architecture 7-9

Caution The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.

1. Which of the following transport technologies uses 23 B channels and a D channel?

a. T1CAS
b. T1PRI
c. E1CAS
d. E1PRI

2. Which of the following first provided centralized call control capabilities for H.323
video endpoints?

a. Gatekeeper
b. CUCM

c. MGCP

d. MCU

3. Which of the following provided a total usable bandwidth of 128 kbps?

a. BRI

b. T1PRI
c. T1CAS
d. E1PRI
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Which of the following are needed to facilitate a videoconference? (Select all that
apply.)

Endpoints

Bridging resource

Call control

Cisco TCS

e o T

Customer collaboration refers primarily to which of the following?

Call control solutions
Conferencing solutions

Contact center solutions

e 0o oo

Unified communications

Which of the following provides an on-premises web/audio/videoconferencing
solution?

Cisco WebEx Meeting Center

Cisco WebEx Meetings Server

Cisco WebEx Event Center

e o T

Cisco WebEx Training Center

Which management tool is Microsoft Windows Server based and can be installed
onto either a virtual or physical server operating system instance?

a. MXE
b. TMS
c. VCS
d. VTS

Which of the following are call control elements? (Select all that apply.)

a. CUCM

b. VCS

c. Expressway
d. TMS

Which of the following solutions allows for VPN-less access from mobile devices and
endpoints, outside the network, to internal voice/video calling, IM/presence, voice
messaging, and other UC services?

a. Expressway
b. TMS
c. ASA
d. CAC
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Initially, all video communications were established using H.323 protocol capabilities. This is
largely due to the fact that H.323 is quite similar in operation to ISDN, in terms of messaging,
troubleshooting, and so on. H.320 is a general recommendation for running voice, video, and
data over ISDN circuits. The PSTN side of the connection handled audio, albeit out of band.

At this point, there is still no true central call control element; however, we do finally see
the advent of true conferencing as a technological possibility, even over distance. This is
accomplished largely by the rapid spread of WAN technologies throughout the globe. By
keeping the traffic on-net, large corporations are suddenly able to eliminate the geographic
barriers that made ISDN-based calling so expensive.

A video call is generally accepted to imply a point-to-point nature. The call does not
become a conference until a third endpoint is added to the call. As mentioned at the begin-
ning of this chapter, a conference requires a bridging resource. Bridging resources can come
in the form of hardware-based multipoint control units (MCUs), or they may be software-
based MCU equivalent entities. Either way, there is a means of mixing the media and get-
ting it to all participating endpoints. Many early adopters of videoconferencing technolo-
gies did eventually get around to investing in their own infrastructure. For those companies
that were just not quite there financially, hosted MCU providers began popping up all over
the place. A large percentage of these providers were productizing hosted best-effort MCU
services and expanded reachability made possible by a brand-new transport option called
the Internet.

Multipoint conferencing technologies began to rapidly evolve in terms of reachability. With
the availability of both hosted and private videoconferencing resources came the need to
expand the options of who could and could not attend a videoconference. These resources
would need to support any combination of ISDN-based or H.323-based connections for
both audio and video participants. Obviously, the need to support the use of Internet-based
endpoints revealed a somewhat significant issue regarding quality of service and reliability.
Figure 4-2 shows how this expanded architecture looked in terms of transport and reach-
ability between endpoints.

In the figure, all the transport mechanisms discussed thus far are represented. Those using
the Internet and WAN transport would be using H.323, whereas the PSTN-based endpoints
would be making use of ISDN technologies.
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Up to this point, there was no real methodology for providing a central call control element.
As video infrastructure began to scale, the administration of the dial plan became more than
a little cumbersome. In addition, bandwidth concerns emerged as a very real issue through-
out the network. Something was needed to manage both the dial plan structure and to meet
the needs of those seeking to exercise some level of call admission control (CAC). With
that in mind, H.323 gatekeepers came about. The gatekeeper provides a good spectrum of
control options. This includes the ability to scale immensely as well as to control calls both
within sites and calls traversing the network to other sites.

Keep in mind, true quality of service (QoS) had not even begun to emerge as a network
requirement for protecting high value or critical traffic. Queuing and compression method-
ologies were about as close as one might get to anything resembling QoS.

The gatekeeper provided an on-premises control plane to the network. It could (and still
can) provide control for H.323 audio calls and video calls. In Cisco’s implementation, the
gatekeeper was simply a voice-capable router with a specific feature set and configuration.

Traditional private branch exchange (PBX) infrastructure provided additional connectivity
options for those corporations large enough to have a significant infrastructure. If these
companies were able to traverse their own PBX switching infrastructure, it became possible,
even likely, that they would use their own internal PRI/BRI circuit capabilities to keep calls

59
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on-net. Even if the calls were not able to be kept on-net all the way from end to end, they
could be routed to the nearest possible point to the destination, thereby avoiding, or reduc-
ing, toll charges. Figure 4-3 shows a logical view of this type of topology.
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Figure 4-3 Legacy Video Calling with PBX Infrastructure

Then, like now, corporations needed to be able to support multiple potential solutions and
technologies. The use of on-net resources coupled with off-net resources quickly spawned
hybridized topologies. These topologies used a combination of PBX, PSTN, and H.323 to

meet the needs of the business. This obviously added a significant degree of complexity in
addition to the great flexibility it provided. Figure 4-4 shows a logical diagram of a hybrid
legacy communication architecture.
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Figure 4-4 Legacy Hybrid Video Calling Infrastructure
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In the figure, there is a distinct mix of technologies, including a gatekeeper for call control,
a PBX for PSTN/ISDN connectivity, a WAN infrastructure transporting on-net video, and
an MCU to provide bridging resources. The ISDN gateway is a customer premises equip-
ment (CPE) device that provides an interworking function between the ISDN network/PBX
and the IP-based endpoints, gatekeeper, and MCU.

Introducing Cisco Collaboration Solutions

Cisco collaboration solutions consist of a number of architectural components. The net-
work provides the foundation on which the collaboration applications rely. As mentioned
in Chapter 1, “Introduction to Video Communications,” the Cisco Preferred Architecture
includes five subsystems within the collaboration architecture.

However, from an exam perspective, the more relevant aspects of collaboration architec-
ture include technology categories, rather than the subsystems. The technology categories
include the following:

m Unified communications: Solution components aimed at bringing together voice, video,
data, and mobile applications. This includes call control, gateways, and applications.

m Customer collaboration: Solution components aimed at customer interaction, such
as contact center applications and voice self-service products. This typically focuses
on Cisco Unified Contact Center Express (UCCX) and Cisco Unified Contact Center
Enterprise (UCCE) solutions for customer interaction.

m Conferencing: Solution components used to enable anyplace/anytime multiparty com-
munications with a focus on security, high quality, and content sharing. This includes
audio and videoconferencing products, web conferencing applications, and conferencing
management/scheduling tools.

m Collaboration endpoints: These are the video and telephony desktop, mobile, and
software components used by end users to communicate. This includes IP Phones, col-
laboration desktop endpoints, Cisco TelePresence room-based and immersive endpoints,
software clients, and Cisco TelePresence integrations.

Regardless of how the Cisco collaboration solution architecture is broken down, the pieces
remain fairly much the same. There is a high degree of modularity in the overall solution.
Many of the pieces can be mixed and matched to fit what is right for a given business or
need. The underlying foundation is the call control element. Cisco Unified Communications
Manager (CUCM) is the essential glue that holds the entire architecture together. The gate-
ways are essentially extensions of the CUCM as it controls the ports through which calls
will ingress and egress.

Additional flexibility in the solution is provided by the simple fact that the solution can be
wholly on-premises or it can be cloud-based in the form of a hosted collaboration service
(HCS). The architecture is nearly identical aside from the fact that a service provider is host-
ing all of the relevant pieces within their network.

In an HCS solution, the only components typically on premises are the IP Phones, collabo-
ration endpoints, conferencing resources, and gateways. The rest of the collaboration solu-
tion components are in the provider cloud infrastructure. HCS solutions are priced based on
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Conferencing

Conferencing has expanded greatly over the years to encompass more than simply bridg-
ing phone calls together. Audio and videoconferencing architectures have become more
and more feature rich, allowing companies to scale their solutions to never-before-seen
capacities. The scope of possibilities has also expanded. Conferencing now requires a
much wider array of service offerings, including the traditional on-premises audio and
videoconferencing, but expanding to include web conferencing, application integration,
cloud-based conferencing options, and hybrid solutions allowing the seamless integration
of both on-premises and cloud-based conferencing resources in a single meeting. As men-
tioned in the chapter introduction, there are three essential types of conferences:

m Instant (or ad hoc) conferences

B Personal (or rendezvous/meet-me) conferences

m Scheduled conferences

In all three cases, the basic requirements are the same. In the context of this discussion, they
require CUCM or Video Communication Server (VCS) for call control, a conference bridge
resource (hardware or software based MCU), and of course the actual video endpoints par-
ticipating in the conference. CUCM or the MCU bridge resource can be either on-premises
or hosted (cloud-based).

The Cisco acquisition of WebEx immensely upped the standard for web/audio/
videoconferencing in a cloud-based environment. Cisco WebEx includes four centers
for meetings:

m WebEx Meeting Center: The default meeting front end for Cisco WebEx. Meeting
Center allows attendees to use audio, web, and video resources for day-to-day meetings.
Content can be shared into the meeting by any authorized participant. Meetings can be
recorded with the click of a single button.

B WebEx Event Center: Allows for large-scale meetings. Tools are provided for successful
delivery of online events, including planning/promotion, event delivery, and follow-up
campaign reporting.

B WebEx Training Center: Provides an education-focused, interactive environment. This
includes video capabilities, breakout sessions for discussion, and labs. Reporting is pro-
vided on a per-attendee basis, showing participation level. (Any time WebEx is not the
primary application on the screen, an indicator is placed by the attendee name and the
time away from the main screen logged.)

B WebEx Support Center: A customer support meeting interface primarily aimed at
remote desktop and content sharing for real-time IT support and customer service
regardless of geographical separation.

Cisco has expanded the cloud-based capabilities of WebEx services by introducing the
Collaboration Meeting Room (CMR). CMR provides the capability to use cloud-based
videoconferencing infrastructure rather than a company needing to purchase its own on-
premises infrastructure. CMR allows the creation of user-specific, personalized WebEx
meeting rooms. These rooms can be scheduled or launched instantly. If there is already an
existing on-premises Cisco TelePresence implementation, a CMR Hybrid (formerly known
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Cisco TelePresence SX Quickset series endpoints
Cisco TelePresence Integrator C series endpoints
Cisco TelePresence room endpoints — CTS1100, MX200, MX300, and Profile series

]
]
]
m Cisco TelePresence immersive endpoints — TX1310 and TX9000 series

There are obviously significant changes to the portfolio as new endpoints are being released
constantly. At the time of this writing, the DX70 and DX80 have been added to the portfo-
lio along with numerous updates to the room and immersive series of endpoints, including
the MX700, MX800, IX5000, and more. For purposes of this book, the focus is on the cov-
erage dictated by the exam blueprint.

Cisco Collaboration Architecture

The Cisco collaboration solution is broken into service domains. The concept of a ser-

vice domain is discussed at various points throughout the book. It is somewhat, though

not entirely, synonymous with the technology categories listed at the beginning of the
“Introducing Cisco Collaboration Solutions” section earlier in this chapter. The primary dif-
ference is that the service domain takes a more specialized view. Figure 4-5 shows an over-
view of the Cisco collaboration service domains.
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Figure 4-5 Overview of the Cisco Collaboration Service Domains
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Whereas unified communications encompasses multiple aspects of the collaboration solu-
tion, the service domain focuses on only one aspect. The service domains of particular
importance in this discussion include the following:

m Call control: A central entity within the infrastructure that is in charge of call/session
control, dial plan, and routing decisions for setup, maintenance, transfer, teardown, and
other signaling aspects associated with end-to-end communications. Call agents (a.k.a.
endpoints, gateways, media services) attach to, and register with, the call control plane to
make use of call-based services, web-based services, and other media-based applications
or services.

m Endpoints: The user interface to the collaboration infrastructure. This includes desk
phones, video endpoints, immersive room systems, desktop clients, smartphone clients,
tablet clients, and other advanced collaboration user systems.

m Gateways: Connectivity to other systems and their associated network infrastructure. This
includes analog systems, PSTN connectivity, legacy PBX connectivity, SIP trunking con-
nectivity, business-to-business (B2B) connectivity, vendor-proprietary systems, and more.

B Media services: Audio and video media services, whether point-to-point (P2P) or multi-
point (P2MP). This includes conference bridging resources (audio/video), music-on-hold
services, annunciator services, media termination point (MTP) services, audio/video
recording services, transcoding services, and so on.

m Scheduling and management: Centralized management services for collaboration end-
points, conferencing resource reservation/scheduling, videoconference layout customiza-
tion, endpoint bandwidth management, and more. It is common for these systems to inte-
grate with both e-mail services on the back end and e-mail clients at the user interface.

Call Control

Of all the service domains, call control is the most important simply due to the fact that
every other aspect of the Cisco collaboration architecture relies on it as the common foun-
dation. Even the other service domains depend entirely on the existence of the call control
plane to function.

Over the course of the evolutionary path of both voice and video technologies, call
control has come in numerous flavors, including both standards-compliant and non-
standards-compliant (that is, proprietary) forms. The technologies have come a long way
since the creation of the first phone, the first camera (still/video), the first telephone
switch, and so on. Call control from Cisco’s perspective now rests squarely upon Cisco
Unified Communications Manager. This is the case both for on-premises solutions and
hosted solutions.

With the acquisition of TANDBERG, Cisco greatly increased the pace of innovation in the
video communications market. The heart of the TANDBERG infrastructure included the
Video Communications Server. VCS can operate independently of CUCM, certainly. It has
done so for quite a long time before Cisco’s acquisition of TANDBERG. VCS is a video
aggregation and call processing engine for standards-based video endpoints. It provides not
only for H.323 and SIP endpoints, but also interworking between the two protocols. VCS is
discussed in a bit more detail later in the “VCS and Cisco Expressway” section.
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VCS-C handles all internal endpoints and calls. VCS-E handles calls inbound from outside
the network, allowing them to make contact with endpoints and MCU resources on the
inside of the network. That said, two essential types of calls are handled:

m Traversal calls: Any call requiring VCS to pass call media and signaling. This might be
a call from the inside of the network to the outside or vice versa. This also includes any
interworking calls (H.323 <-> SIP or IPv4 <-> IPv6), calls wherein the endpoints are on
opposite sides of a Network Address Translation (NAT) implementation, any calls pass-
ing inbound on one LAN port and outbound on another for the same VCS (dual network
interface card [NIC]), and all encrypted calls.

m Nontraversal calls: Any call that is not a traversal call. That is, the VCS processes only
signaling traffic.

Figure 4-6 illustrates the VCS architecture and the concepts of traversal and nontraversal
calls.
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Figure 4-6 Cisco VCS Architecture

Cisco has continued building on that architecture to add additional features, innovations,
capabilities, and more. The existence of multiple call control elements in a single environ-
ment, in this case CUCM and VCS, has long been a source of added complexity. Keeping
the two in harmonic balance tends to be an interesting exercise in terms of ensuring proper
call routing, endpoint registration, and so on. Initially, the integration capabilities between
CUCM and VCS were somewhat limited. The creation of a SIP trunk between the two
entities for call routing was essentially all that could be done. Each maintained its own
autonomy from a dial plan perspective. Calls inbound or outbound were passed between
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the two, often with significant manipulation of the called-party number being necessary to
facilitate the call setup. This is because, traditionally, CUCM did not support URI dialing
natively, where VCS has done so since its creation. The domain portion of the URI had to
be stripped or added as appropriate for the call direction. URI dialing support has since
been added to CUCM with version 9.x and later.

Cisco has released a new twist on the VCS firewall-traversal mechanism that allows for mul-
tiple traffic types to make use of the secure connection. This new architecture is known as
Cisco Expressway. Under the hood, Expressway is still VCS, albeit a slightly scaled-down
version of VCS in terms of total functionality. A number of the former VCS functions are
now handled by CUCM. For example, it does not need to actually register endpoints as it
has in the past. All endpoints register to CUCM. So, it is VCS made somewhat subservient
to CUCM. Expressway supports video, voice, content sharing, voice mail, presence, and
IM traffic over the same connections rather than simply video traffic. This feature set is
known as Mobile and Remote Access (MRA). This brings to light the two additional man-
ners in which VCS can be deployed: Expressway-C and Expressway-E. The Expressway-C
and Expressway-E variations have the same essential function and deployment locations
within the architecture as their VCS-C and VCS-E counterparts. Expressway-C is deployed
inside the firewall, whereas Expressway-E is deployed in the DMZ or outside the firewall.
External calls, business-to-business (B2B) calls, and interoperability/interworking calls still
have the same requirements in terms of traversal/nontraversal calls, although they are now
known as Rich Media Sessions (RMSs).

Expressway architecture provides a means of allowing VPN-less access to collaboration
resources to clients and endpoints outside the network. Gone are the days wherein a virtual
private network (VPN) tunnel was required on each device that wanted to access corporate
collaboration services. Expressway provides secure firewall traversal and line-side support
for CUCM registrations. Expressway is also the mechanism that allows the use of the CMR
Hybrid capability. Figure 4-7 shows how the Expressway architecture ties into the Cisco
Preferred Architecture for collaboration.

Note that not all endpoints are supported with the MRA functionality. At present, the 7800
series, 8800 series, and EX and DX series endpoints are supported for external connectivity.
In addition, the newer lines of SX, MX, and IX series TelePresence endpoints are supported.
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Figure 4-7 Cisco Expressway Architecture

Endpoints

As has been discussed already in this chapter and others throughout the book, endpoints
make or break the solution. They are the user interface to the collaboration system. If the
endpoints are difficult to use, provide a poor user experience, or are simply inelegant, the
user community will cease to use them and find alternative means of communication. These
are often fragmented, suboptimal solutions. The result is employee and customer dissatis-
faction resulting in reduced productivity and loss of revenue.

The focus for Cisco collaboration endpoints is aimed at a delightful user experience and
ease of use. The 7800, 8800, and DX series phones are all a result of this focus. The same is
true for the newer lines of Cisco TelePresence endpoints: the SX, DX, and IX series units.

Obviously, there are significantly more Cisco endpoints deployed other than these. Cisco
understands and wholeheartedly supports the concept of investment protection. With that
in mind, the capabilities of existing endpoints and codecs have been immensely enhanced
as well. In many customer environments, CUCM has not yet been implemented or has been
implemented only for IP Phones. In those environments, VCS remains the registration point
and call control element for video endpoints, codecs, MCU resources, and so on. This
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For audio conferencing, CUCM has some default software conference bridging capabili-
ties built in. If greater scale is needed, a hardware conference bridge resource consisting

of digital signal processors (DSPs) is required. A Cisco ISR conference bridge will contain
some number of Packet Voice Digital Module (PVDM) resources. The current generation of
ISRs (2900/3900/4400 series routers) is using PVDM3 modules. PVDM3 modules contain
between 8 and 256 DSP channels. These resources are registered to CUCM as a conference
bridge resource and those resources invoked when required. PVDM3 modules can also
handle some degree of videoconferencing, but they are not necessarily optimized to do so.
Note that although the older PVDM2 hardware can be used in these ISRs (via installation in
a network module such as the NM-HDV), the coexistence of PVDM2 and PVDM3 resourc-
es in a single chassis is not supported. If both are detected, the PVDM2s will be shut down.

Cisco TelePresence MCUs are hardware resources specifically created to deal with video-
conference bridging. MCUs come in many shapes and sizes depending on the number of
conferences, number of attendees per conference, resolution desired, and desired video
codec support. The hardware can support multipoint collaboration up for full high-
definition (HD) video at 720p60 or 1080p60. This includes high-density support for vari-
ous conference views, including continuous presence and picture-in-picture (PIP). These
hardware resources also support multiple formats and adaptive rate matching to provide
the best possible experience to a wide array of standards-compliant endpoints, be they
H.323 or SIP.

The hardware MCU is giving way to virtualized resources in the form of the Cisco
TelePresence Server (CTS). The CTS can be hardware based or software based. The
hardware-based version is essentially a virtual server running on a blade in an MCU
chassis. CTS supports conferencing services for both H.323 and SIP endpoints as long
as they are standards compliant. The software version can run on a VMware ESXi host
on nearly any supported hardware platform.

The Cisco Virtual TelePresence Server (VTS) is a virtualized appliance for extremely high-
density videoconferencing. This includes enhanced view modes, multiscreen, active pres-
ence, multivendor interoperability, and multistream. Multistream is a new Cisco feature that
allows the use of multiple screens both for videoconference and content sharing.

Another aspect of media services for Cisco videoconferencing is the Cisco TelePresence
Content Server (TCS). TCS is a software-based virtual appliance that provides recording,
live streaming, and on-demand sharing of videoconference content. The content can then
be distributed to any PC or portable media device, or it can be posted to a Cisco Show and
Share portal. The recording function can be invoked manually, scheduled as a videoconfer-
ence resource to automatically record the call and all shared content, or it can be invoked
for every call. To invoke the TCS manually, the URI of the TCS is simply conferenced into
the call.

Cisco TCS supports the use of Cisco video endpoints or any standards-compliant H.323 and
SIP video endpoints. It can connect easily to Cisco MCU resources and is tightly integrated
with Cisco’s scheduling and management platform.
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Note When interworking between H.323 and SIP endpoints is required, including
the use of the MCU, CTS, VTS, TCS, and so on, either Cisco VCS or Cisco
Expressway is necessary to provide that functionality. When VCS is in play, a
traversal license is used for each H.323 endpoint. For Expressway, an RMS is used.

Scheduling and Management

The scheduling and management of Cisco video endpoints and conference resources is per-
formed primarily by the Cisco TelePresence Management Server (TMS). TMS is a Microsoft
Windows Server-based software package geared specifically for providing a web browser-
based interface (using Microsoft Internet Information Services and the .NET Framework) to
the video units, available resources, and more. The Microsoft Windows Server installation
can be virtualized or installed on a bare-metal server. Obviously, Cisco prefers the use of
Cisco UCS platforms, but the only real requirement is that the Microsoft Windows Server
and its hardware platform meet the required specifications.

TMS offers the capability to control and manage multiparty conferences, infrastructure,
any standards-compliant endpoints, and more. This includes feature augmentations such as
one-button joining of a meeting. Shortly before the scheduled start time of the meeting, a
button shows up on the video endpoints scheduled to join a particular conference. At meet-
ing time, a participant merely touches the button to join or initiate the conference. TMS
integration with Microsoft Exchange and Outlook combine to provide a flexible, easy inter-
face for quick conference scheduling and resource booking options. On the back end, TMS
can integrate with Microsoft Exchange for scheduling through Microsoft Outlook clients.
From a user perspective, an installed plug-in allows the use of an intuitive scheduling tool
right from an end user’s Microsoft Outlook client. The one-button-to-push meeting access
feature is available in TMS 13.1 and later.
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Define Key Terms

Define the following key terms from this chapter and check your answers in the Glossary:

2B+D, 23B+D, 30B+D, analog terminal adapter (ATA), Basic Rate Interface (BRI), call
admission control (CAC), call control, Common Intermediate Format (CIF), Cisco
Unified Communications Manager (CUCM), Collaboration Meeting Room (CMR),
CMR Hybrid, Cisco TelePresence Server (CTS), Cisco WebEx Meetings Server (CWMS),
digital signal processor (DSP), E1 CAS, E1 PRI, Expressway-C, Expressway-E, firewall
traversal, gatekeeper, gateway, H.263, H.264, H.320, H.323, Integrated Switch Digital
Network (ISDN), multipoint control unit (MCU), Mobile and Remote Access (MRA),
nontraversal call, private branch exchange (PBX), Packet Voice Digital Module (PVDM),
quality of service (QoS), Rich Media Session (RMS), Skinny Client Control Protocol
(SCCP), Session Initiation Protocol (SIP), T1 CAS, T1 PRI, TelePresence Content Server
(TCS), TelePresence Management System (TMS), traversal call, Unified Contact Center
Enterprise (UCCE), Unified Contact Center Express (UCCX), universal resource identi-
fier (URI), Video Communications Server (VCS) Control, Video Communications Server
(VCS) Expressway, Virtual TelePresence Server (VTS), WebEx Event Center, WebEx
Meeting Center, WebEx Meetings Server, WebEx Support Center, WebEx Training
Center




This chapter covers the following topics:

m Cisco IP Phone Portfolio: This section provides an overview of the features and
capabilities of the currently available Cisco IP Phone models.

m Cisco Collaboration Desktop Endpoints: This section briefly discusses the
Cisco EX series and DX650 desktop collaboration endpoints.

m Cisco Jabber Software Clients: This section provides a high-level description of
the Cisco Jabber software client and platforms on which it is available.



CHAPTER 5

Cisco IP Phones, Desk Endpoints,
and Jabber Overview

To simply state that the Cisco endpoint portfolio is extensive and diverse is an immense
understatement. The portfolio has evolved greatly since the first Cisco IP Phones were
made available after the Cisco acquisition of Selsius in 1998. At that time, the true advance
in technology was the fact that the phone was an Ethernet-connected device running a
TCP/IP stack and capable of providing basic telephony features. A possibly-not-so-well
known reference to Selsius remains in the system to this day. When adding endpoints to the
Cisco Unified Communications Manager (CUCM), devices are shown with a device name
similar to this: SEPOOOCABCDEF12. The hexadecimal portion is the Media Access Control
(MAC) address of the device being added. The SEP stands for Selsius Ethernet Phone.

Cisco has slowly started to move away from differentiating IP Phones, software-based
clients, desktop video endpoints, and immersive TelePresence room-based video end-
points. In the past, the distinction was important. Now the lines are blurring. These
endpoints all have similar characteristics at the most basic levels and can be managed in a
nearly identical manner.

It seems that video has become an increasingly vital means of communication. This means
that video capabilities must move from that one conference room or the executive board
rooms into the masses.

Every device must allow people to communicate in the manner of their own choosing. So,
IP Phones, whether video capable or not, are simply collaboration endpoints. Whether the
device in question is an IP Phone, software client, desktop video endpoint, or an immersive
video endpoint in a conference room, it is simply a collaboration endpoint. Making a video
call is now easier than making a traditional voice-only call.

This chapter focuses on the Cisco IP Phone portfolio, collaboration desk endpoints, and the
Cisco Jabber soft client (in its various forms). But, remember: They are all simply endpoints.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 5-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?” Quizzes.”
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Table 5-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions

Cisco IP Phone Portfolio 1-5
Cisco Collaboration Desktop Endpoints 6-8
Cisco Jabber Software Clients 9-10

Caution The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.

1. Which Cisco IP Phone is Gigabit Ethernet capable?

a. 3905
b. 7821
c. 7841
d. 7861

2. What is the maximum number of lines supported by the Cisco 7965 IP Phone?

e 0o TP

1
2
4
6

3. With which of the following handsets can the 7916 expansion module be used?

a. 7945
b. 7942
c. 7965
d. 7861

4. Which phone is built to function in hazardous environments, such as those in which
there is a risk for atmospheric explosible gases?

a. 7926G

b. 7925G

c. 7925G-EX
d. 7921
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Which phone supports VGA quality video, Bluetooth, and Wi-Fi?

a. 9971
b. 9951
c. 8961
d. 8945
The DX650 operating system is based on which of the following?

a. Android (Jellybean)
b. Blackberry

c. AppleiOS

d. Windows Mobile

The Cisco DX650 is supported beginning with which version of Cisco Unified
Communication Manager?

a. 412
b. 10.5.2
c. 8.03
d. 7.15

Which of the following supports the multisite feature?

a. EX60
b. EX90
c. DX650
d. 8831

Which of the following does Cisco Jabber for Windows use for desk phone control?

a. CTI
b. SIP
c. SCCP
d. JTAPI

What protocol does Jabber use for instant messaging functionality?

a. SIP

b. SCCP
c. XMPP
d. CDP



82 CCNA Collaboration CIVND 210-065 Official Cert Guide

Foundation Topics

Cisco IP Phone Portfolio

The Cisco IP Phone portfolio consists of a rather wide array of options and feature sets.
This diversity of features allows flexibility in deployment based on the needs of the indi-
viduals using the phone and the phone’s general purpose (lobby phone, break room phone,
conference room phone, and so on). There is no one-size-fits-all mindset when it comes to
collaboration technologies. Different users will have different needs/desires in how and
where they choose to communicate. The focus rests squarely on creating the best user expe-
rience regardless of the devices in question.

This section covers the following Cisco IP Phone models:

3900 series
7800 series
7900 series
8800 series
8900 series
9900 series

The order of discussion is merely based on numeric value of the series rather than form,
functions, or features. The most up-to-date information about all Cisco collaboration end-
points is available here:

http://www.cisco.com/c/en/us/products/collaboration-endpoints/index.html

Cisco 3900 Series Phones

The 3900 series currently contains only the 3905 model as of the time of this writing. Its
predecessors, the 3911 and 3951, were retired in 2010. So, there is no real need to cover
them here.

The 3905 is an entry-level, single-line, SIP-only handset. It addresses the need for basic dial
tone at a very cost-effective price point. It is a single-line device, although it does support
call-waiting. It has a small 128x32 pixel monochrome display but no programmable soft
keys. Therefore, it does not support XML applications. It is Class 1 Power over Ethernet
(PoE) capable or can use an external power supply. It has an integrated 10/100 switch and
speakerphone as well. Figure 5-1 shows the 3905 model phone.
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Figure 5-1 Cisco 3905 IP Phone

As seen in the figure, there is a Message Waiting Indicator (MWI) in the top-right corner. It

has eight fixed feature keys that

provide access to several functions. The buttons just below

the display include a Previous button (to go back one menu level), up and down navigation
buttons, along with a Select button and a Settings button for phone configuration.

Just below the navigation pad is a row of three feature keys. These keys, from left to right,
are Redial, Transfer, and Hold/Resume. Below the keypad is an additional row of buttons

for Mute, Volume Control, and
3905 IP Phone.

Table 5-2 Cisco 3905 IP Phone

Feature/Function Characteristics

Speakerphone. Table 5-2 provides a feature overview of the

Features

Integrated switch 10/100
Display 128x32 monochrome LCD
Speakerphone Yes
Line keys 1
Programmable soft keys 0
Fixed feature keys 8
MWI Yes
XML support No
Headset port No
Signaling protocol SIP
PoE class Class 1

As is evident, the 3905 is purpose built to provide phone service in a hospital waiting room,

hotel lobby, college dorm room

, break room, hallways, or anywhere else requiring a simpli-

fied feature set. The phone can be wall-mounted or simply placed on a desk or tabletop.

83
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Cisco 7800 Series Phones

The Cisco 7800 series phones are relatively new on the scene. They include a number of
interesting enhancements over many of their IP Phone predecessors. These phones are
designed for light- to high-use voice users and are meant to replace the recently retired

6900 series phones.

As IP Phone deployments grow and place very increasing demands on edge switch PoE
capabilities, it becomes clear that there is a need for a high-feature phone with low power
requirements. As Class 1 power devices, the 7800 series phones are built for just such

environments.

There are three models in the 7800 series line:

m 7821

m 7841

m 7861
Each includes wideband (G.722) audio support and backlit grayscale displays and supports
only SIP signaling. In addition, these phones support the Electronic Hookswitch feature

used in many industry headsets today. They can be wall-mounted or placed on the desktop.
Each model is available in charcoal or white.

Note The 7841 is the only model in the series that includes Gigabit Ethernet
capabilities.

Figure 5-2 shows the 7800 series phones. Table 5-3 provides a feature overview.

/

Figure 5-2 Cisco 7821, 7841, and 7861 IP Phones

Table 5-3 Cisco 7800 Series Phone Features
Feature/Function 7821 7841 7861

Integrated switch 10/100 10/100/1000 10/100
Display 396x162-pixel 396x162-pixel backlit |396x162-pixel backlit
backlit monochrome | monochrome monochrome
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Feature/Function 7821 7841 7861
Speakerphone Yes Yes Yes
Line keys 2 4 16
Programmable soft 4 4 4
keys

Fixed feature keys 11 11 11

Advanced features

Multicall per line

Multicall per line

Multicall per line

Wideband audio Wideband audio Wideband audio
EHS support (AUX | EHS support (AUX EHS support (AUX
port) port) port)
Gigabit Ethernet

Hands-free Yes Yes Yes

MWI Yes Yes Yes

XML support Yes Yes Yes

Signaling protocol SIP SIP SIP

802.3af Yes Yes Yes

PoE class Class 1 Class 1 Class 1

CUCM version 8.5.1 and later 8.5.1 and later 8.5.1 and later

Cisco 7900 Series Phones

The 7900 series phones have long been the so-called workhorse of the line for many years
now. These phones have undergone an unimaginable number of evolutions and revolutions
over the years. Currently, this series includes the following models:

7925G

7925G-EX

7926G

7942G

7962G

7945G

7965G

7975G

The 7900 series phones are grouped into families of sorts. These are based on their
intended use/features. That said, the models listed here are discussed in their constituent
family groups.
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7925G/7925G-EX/7926 IP Phones

The 7925G, 7925G-EX, and 7926 models are 802.11a/b/g wireless handsets. They are her-
metically sealed to avoid contamination by dust, liquids, and so on The exterior is coated in
a rubber casing to aid in handling and provide some drop protection. These handsets meet
U.S. military 810F standards. Each of the models supports Bluetooth 2.0 with Enhanced
Data Rate (EDR) hands-free profile. Also built in is a button for push-to-talk functionality
that can be enabled via XML application integration.

One of the more interesting additions to these handsets is the introduction of an on-board
Java virtual machine, which allows the handset to run Java MIDlets locally. This allows for
customized content/information to be presented to the 2-inch color screen.

So, why choose one model over the others? Up to this point, they each seem relatively simi-
lar in form and function. The differences are somewhat based on the intended use of the
phone and the environment in which it will be used. Figure 5-3 shows the 7925G model.

Figure 5-3 Cisco 7925G Wireless IP Phone

The 7925G is the general-purpose handset model and is the most widely deployed of the
three. The 7925G-EX is ruggedized and built for hazardous environments. Its bright yellow
color makes it stand out in any environment. It is Atmospheres Explosibles (ATEX) Zone 2
certified for use around hazardous gases, chemicals, and other potentially explosive envi-
ronments. Figure 5-4 shows the 7925G-EX handset sitting in an optional speakerphone/
charger cradle (compatible with all three models).
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Figure 5-4 Cisco 7925G-EX Wireless IP Phone

The 7926G has a built-in 2D image barcode scanner. This is useful in any environment
wherein inventory/assets need to be tracked. The 2D barcode scanner is not a laser-based
scanner. It uses light emitting diodes (LEDs) to illuminate the target barcode and takes a
picture of it, which is decoded by the phone. The resulting information is then relayed to a
customer/partner developed backend system application for processing/storage. The 7926G
looks identical to the 7925G in almost every way. As mentioned, the only real difference is
the barcode scanner situated in the top of the handset. Figure 5-6 shows a top-down view
of the handset to detail the barcode scanner.

Figure 5-5 Cisco 7926G Wireless IP Phone Barcode Scanner



88 CCNA Collaboration CIVND 210-065 Official Cert Guide

Table 5-4 shows an overview of the features of these wireless handsets.

Table 5-4 Cisco 7900 Wireless IP Phone Features

Feature/Function 7925G 7925G-EX 7926G

Display 2-inch 176x220- | 2-inch digital, 16-bit 2-inch digital, 16-bit
pixel color graphical TFT color graphical TFT color

Speakerphone Yes Yes Yes

Line keys N/A N/A N/A

Programmable 2 2 2

soft keys

Fixed feature keys |5 5 5

Advanced Bluetooth v2, Bluetooth v2, push-to-talk | Bluetooth v2, push-
eatures push-to-talk via via XML, Java MIDlet to-talk via XML, Java
XML, Java MIDlet | capabilities, ATEX Zone | MIDlet capabilities, 2D
capabilities 2 certification barcode scanner
Hands-free Yes Yes Yes
MWI Yes Yes Yes
XML support Yes Yes Yes
Signaling protocol | Skinny Client SCCP SCCP
Control Protocol
(SCCP)
802.11a/b/g Yes Yes Yes
CUCM version 4.1 and later 4.1 and later 4.1 and later

For shared handset environments, a multicharger dock is also available. The multicharger
dock can hold/charge six phones at a time.

7942G/7962G IP Phones

The 7942G and 7962G IP Phones may be the two most deployed phone models in the
Cisco IP Phone portfolio at present. They are significant evolutionary steps over their pre-
decessors in that they brought wideband audio and Internet low bit rate codec (iLBC) into
widespread production. Each has a 4-bit grayscale display and dynamic backlit tricolor
buttons (green/yellow/red for line status) for line appearances, speed dials, busy lamp field
(BLF), intercom, or application use. The 7942 has two of these buttons; the 7962 has six.
These phones can be used with either SCCP or SIP. Figure 5-6 shows the 7942G IP Phone.
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Figure 5-6 Cisco 7942G IP Phone
The form factor shown in the Figure 5-6 is common across the 794x/796x models with only
minor differences, which are pointed out as each model is discussed. Figure 5-7 shows the

7962G IP Phone.

ot R U T

Figure 5-7 Cisco 7962G IP Phone
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The lower-right quadrant of the phone includes nine buttons:

B Messages: Provides easy access to voice mail

B Settings: Provides access to phone customization, configuration, and troubleshooting
features functions

m Directories: Provides access to corporate and local directories and configured speed-dial
entries

m Services: Provides access to XML and Java applications such as Extension Mobility
(EM), time clock, weather, stock quotes, and countless other services

m Help: Provides access to online help pages as well as real-time call statistics and codec
information while a call is active

B Volume Control: Provides volume increase/decrease functionality for both the handset
and speaker

m Headset: Provides headset hookswitch control when a headset is attached

B Mute: Mutes the handset or speakerphone microphone

m Speakerphone on/off: Activates or deactivates the speakerphone function

One additional button is the blue up/down navigation pad located in the center of the
phone. This button is used to scroll through available options within the phone menus or to
scroll through and select individual calls when multiple calls are active.

The 7962G supports the use of up to two 7915 expansion modules (a.k.a. sidecars). The first
expansion module can piggyback off of the PoE supplied to the phone by the access switch
or external power supply.

Note The 7915 is not supported with the 7942G.

The second expansion module can be used only by adding an additional external power
supply. The expansion modules easily mount to the right side of the phone, or each other,
in the case of multiple expansion modules. The adjustable footstand of the phone has to
be removed and replaced with a fixed footstand that supports the form factor of both the
phone and the expansion modules. Figure 5-8 shows the 7915 expansion module.
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Figure 5-8 Cisco 7915 Expansion Module

As shown in the figure, each 7915 provides 2 display page buttons (under the display) and
12 dynamic tricolor backlit buttons identical in function to the 6 buttons on the phone
itself. This configuration allows each expansion module to provide a total of 24 buttons.

In keeping with consistency of look and feel with the 7962G, the 7915 has a 4-bit, high-
resolution, grayscale display and is not backlit. Table 5-5 shows an overview of the features
of the 7942G and 7962G.

Table 5-5 Cisco 7942G and 7962G IP Phone Features

Feature/Function 7942G 7962G

Integrated switch 10/100 10/100

Display 5-inch 320x222 4-bit grayscale | 5-inch 320x222 4-bit grayscale

Speakerphone Yes Yes

Line keys 2 (lighted) 6 (lighted)

Programmable soft 4 soft keys, 2 line keys (can 4 soft keys, 6 line keys (can

keys be lines, speed dials, or be lines, speed dials, or
programmable line keys) programmable line keys)

Fixed feature keys 10 10
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Feature/Function

Advanced features

7942G
High-resolution screen

Application integration
capabilities

Headset hookswitch control

7962G
High-resolution screen

Application integration
capabilities

Headset hookswitch control

Up to 2 7915 expansion modules

Hands-free Yes Yes

MWI Yes Yes

XML support Yes Yes
Signaling protocol SCCP or SIP SCCP or SIP
802.3af Yes Yes

PoE class Class 2 Class 2
CUCM version 4.1 and later 4.1 and later

7945G/7965G/7975G IP Phones

The 7945G, 7965G, and 7975G add to the functionality of the 7942G and 7962G by pro-
viding 16-bit color, backlit screens, and Gigabit Ethernet capabilities. As such, these phones
require additional power, bumping the power need up to Class 3 compared to the 7942G
and 7962G models. To mitigate some portion of the increased power draw, these phones
have a Display button placed to the right of, and in line with, the row of programmable soft
keys running along the bottom of the screen. These phones can be configured with screen
timeout values. When the phone is idle for an extended period of time, the screen blanks
out to reduce power usage. When this happens, the display button illuminates (green).
When the phone rings, or is taken off hook, the screen automatically wakes. Pressing the
Display button manually wakes it. The 7945G and 7965G were developed with a similar

form factor to the 7942G and 7962G. Like their cousins, these phones support either SCCP
or SIP. Figure 5-9 shows the 7945G model.

It is clear from the figure that the button layout is nearly identical with the exception of the
center button. The 7945G has two programmable line buttons; the 7965G has six program-
mable line buttons. Of course, those line buttons can be configured as lines, BLF, speed
dial, intercom, or application keys. Whereas the 7942G and 7962G have an up/down naviga-
tion pad, the 7945G and 7965G have a four-way navigation pad with a Select button (signi-
fied by a check mark) in its center. Figure 5-10 shows the 7965G model.
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Figure 5-10 Cisco 7965G IP Phone

The 7975G IP Phone adds an additional dimension of functionality with touchscreen capa-
bilities. The touchscreen display is larger than the displays on the 7945G and 7965G. In
addition, the 7975G phone has eight programmable line buttons and five programmable
soft key buttons. Due to those factors, the form factor on the 7975G is slightly larger than
the 7945G and 7965G. Figure 5-11 shows the 7975G phone.
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Figure 5-11 Cisco 7975G IP Phone

With the addition of color and backlighting to the 7965G and 7975G phones comes color
and backlighting of the expansion module. The 7916 expansion module attaches to the
right side of the phone. Up to two of these modules can be attached to a single phone. The
7915 is also supported for use with the 7965G and 7975G.

Note Neither the 7915 nor 7916 is supported with the 7945G.

Figure 5-12 shows the 7916 expansion module.

Figure 5-12 Cisco 7916 Expansion Module
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support SCCP. Cisco has introduced some interesting new features in this line. These
phones are a new design, from the bottom up, while maintaining a look and feel reminiscent
of its predecessors. The lines are sleeker, yet very obviously influenced by the iconic 7900
series phones. They were built with a focus on providing a highly intuitive user experience.
Each has been hardware enhanced for high-quality wideband voice and increased echo-
cancellation capabilities. In addition, vibration-isolation techniques have been employed on
the speakers and microphones to ensure an optimal communication experience.

The 8800 series phones include both audio-only and video-capable models. For video com-
munications with the audio-only models, the Jabber client on the user desktop can be used
for video, while the desk phone itself handles the audio. That said, nearly any Cisco IP
Phone can be video enabled in this manner.

There are seven phone models in the line, six desktop handset models and one conference
room phone model. The series includes the 8811, 8831, 8841, 8851, 8861, 8845, and 8865
phones.

Cisco 8811 IP Phone

The 8811 phone is the entry-level model of the line, but it does not necessarily have the
limitations one might assume in an entry-level handset. This phone does have support for
headset integration (RJ-9 and AUX ports) and is equipped with a Gigabit Ethernet port/
integrated switch. It is a Class 2 PoE device, supporting 802.11af/at power along with Cisco
EnergyWise. It also has an integrated Secure Sockets Layer (SSL) virtual private network
(VPN) client. This makes it ideal for both knowledge workers and teleworkers alike.

The 8811 is the only model featuring a monochrome display. The display is a 5-inch
800x480 monochrome display with white backlighting. Figure 5-13 shows the 8811 phone.

Figure 5-13 Cisco 8811 IP Phone
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As shown in the figure, the phone combines soft keys and fixed function keys to keep the
most commonly used features at your fingertips. This phone includes 5 line keys (multiple
calls per line key), 4 programmable soft keys (context sensitive), a five-way navigation
pad, and 12 fixed function keys (Messaging, Directory, Services, Volume, Hold/Resume,
Transfer, Conference, Mute, Speakerphone, Headset, End Call, and Return [or backing up
one menu level in the phone’s menu structure]).

Cisco 8831 IP Phone

The 8831 is purpose built for conference rooms. It consists of a base speaker unit, a wired
control panel with dial pad, and up to two microphones. These microphones are available
in both wired and wireless configurations. The wireless microphones are rechargeable and
come with the charging base. Two 8831 speakers can be daisy-chained together to reach
across a large conference table. This avoids the age-old problem of a large table with two
conference phones dialed into a meeting. In such meetings, the coordination of muting/
unmuting each phone as participants with to speak becomes cumbersome, at best. With
the 8831, a single phone can provide 360-degree coverage in the largest conference room.
When daisy-chaining speakers, wired microphones must be used. Figure 5-14 shows the
8831 phone.

Figure 5-14 Cisco 8831 IP Phone

The 8831 is a full-duplex, wideband audio speakerphone. As with the other models in this
series, it is a SIP device. It has a 10/100 Ethernet port for connectivity and is classified as a
Class 3 PoE device. The 396x162-pixel monochrome display is white backlit.

The control panel with dial pad has four programmable soft keys and one line key. It also
contains fixed feature keys for Volume Control, Mute, Speaker On/Off, and a navigation
pad. The base station speaker and microphones each include a mute button as well.

Cisco 8841/8851/8861 IP Phones

These three models are combined into a single section primarily because they look nearly
identical. In terms of what is visible from the figures included herein, there is little visible

difference, if any, from a frontal view. In fact, the only real difference in appearance from
the 8811 is the monochrome display, whereas these three models have color displays. For
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that reason alone, front-view pictures of all three models are not included as has been the
case up to this point in this chapter. They do have significant feature variation, however.
But, first, let’s focus on what they have in common. Figure 5-15 shows an 8841 phone.

Figure 5-15 Cisco 8841 IP Phone

All three models include a 5-inch high-resolution (800x480) Wide Video Graphics Array
(WVGA) color display. None of these, however, are touchscreen displays. The phones have
a 10/100/1000 integrated switch and are SIP devices. Again, there is no SCCP support in
any of the 8800 series models. Each model has 5 line keys (multiple calls per line key), 4
programmable soft keys (context sensitive), a five-way navigation pad, and 12 fixed func-
tion keys (Messaging, Directory, Services, Volume, Hold/Resume, Transfer, Conference,
Mute, Speakerphone, Headset, End Call, and Return [for backing up one menu level in the
phone’s menu structure]).

All the phones support 802.11af/at PoE and Cisco EnergyWise. The similarities come to

a somewhat abrupt end there. The 8841 is a Class 2 PoE device, the 8851 is a Class 3 PoE
device, and the 8861 is a Class 4 PoE device. The reasons for the differences in power draw
are due to newly introduced features and ports on the phone itself. Figure 5-16 shows a
rear view of the 8841 phone. This is primarily for reference to illustrate the differences dis-
cussed momentarily.
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Figure 5-16 Rear View of the Cisco 8841 IP Phone

These phones come in either charcoal or white color options. The figure shows the white
phone model primarily because the contrast makes the port differences more evident. In
Figure 5-16, visible ports include, from left to right, power, network, switch port, AUX,
headset, and handset. Also note that there are no ports along the left outer edge of the
phone.

The 8851 and 8861 have added Bluetooth functionality in support of a feature known as
Intelligent Proximity. Intelligent Proximity for desk phones allows the pairing of the phone
to a smartphone. This allows the same functionality at the desk phone as one might see in
a modern car with Bluetooth functionality. It will synchronize contacts and call history and
provide voice/video connectivity. When the smartphone rings, the desk phone rings along
with it and provides answer options. A call in progress can be moved back and forth from
the desk phone to the smartphone by selecting a different audio source on the smartphone
when a call is in progress. This allows the use of the superior acoustical resources of the
desk phone over that of the smartphone.

Another added feature is USB support. The 8851 has one USB port intended for use in
charging smartphones. Figure 5-17 shows the rear view of the 8851 phone.
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Figure 5-17 Rear View of the Cisco 8851 IP Phone

Comparing the figure to Figure 5-16, the only visible difference is the outer left edge where
a USB port has been added.

The 8861 has two USB ports. One of those ports, like the 8851, is for smartphone charging;
the other is for charging tablets. Figure 5-18 shows the rear view of the 8861 phone.

Figure 5-18 Rear View of the Cisco 8861 IP Phone
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Like the 8851, the 8861 has the side USB port. But, an additional USB port has been added
on the back of the phone as well.

This USB support, on the 8851, 8861, and 8865, is also used in providing support for key
expansion modules (KEM). The 8800 KEM has a 4.3-inch, 480x272-pixel, backlit graphical
display. The font size has a small and large configuration option for added customization
of key labels. The 8851 supports the addition of two KEMs, whereas the 8861 and 8865
support three. The first KEM attaches to the side of the phone using a special interface
port and the USB port. Each KEM contains an identical port configuration on both sides.
In Figures 5-17 and 5-18, the left outer edge is the KEM connection location. Figure 5-19
shows the 8800 KEM.

Figure 5-19 Cisco 8800 IP Phone Key Expansion Module

Each KEM contains 18 physical keys and 2 page keys, for a total of 36 additional keys
per module. This means that the addition of KEMs can provide up to an additional 72
line/feature keys for the 8851 and 108 line/feature keys for the 8861 and 8865 phones.

Cisco 8845/8865 IP Phones

The two newest phones in the Cisco IP Phone portfolio are the 8845 and 8865 models.
These two models bring integrated 720p HD video to the desk phone. These phones use
the same basic form factor as the rest of the 8800 line. However, some modifications make
them slightly differ in look, namely the addition of the small camera at the top of the dis-
play. This is not an add-on camera, such as that used with the 9971, for example. It is a true



102 CCNA Collaboration CIVND 210-065 Official Cert Guide

integrated HD camera. The video calling features include a selectable position picture-in-
picture (PIP), view swap (remote end or self-view), minimize video, self-view video, and
video Ul and conference/transfer initiation. There is also a privacy shutter on the integrated
camera to stop the video broadcast.

Both models include 10/100/1000 Ethernet capabilities with an integrated switch. Like the
8841/8851/8861 models, these include a 5-inch high-resolution display at 800x480 resolu-
tion, 5 line keys, 4 programmable soft keys, and 12 fixed feature keys. Both endpoints also
include support for Bluetooth connectivity for headset and Intelligent Proximity pairing to
smartphones. This is the same Intelligent Proximity functionality as has been discussed with
the 8851 and 8861 phones. Figure 5-20 shows the Cisco 8845 IP Phone.

Figure 5-20 Cisco 8845 IP Phone

The 8865 has been enabled with more a somewhat more advanced feature set than the
8845. This includes the addition of USB ports for charging of smartphones (side USB
port) and tablets (back USB port) in the same manner as the 8861’s configuration. Refer
back to Figure 5-18 for the port layout. In addition, the 8865 has been configured to
include wireless networking support for 802.11a/b/g/n/ac environments where wired net-
work connectivity may not be available but HD video calling capabilities are desired. In
the absence of PoE, a Power Cube 4 is required to power the phone. Another added capa-
bility of the 8865 is support for the use of up to three 8800 series KEMs. Figure 5-21
shows the Cisco 8865 IP Phone.
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Cisco 8865 IP Phone

Looking at both Figure 5-20 and Figure 5-21, these phones look nearly identical; however,
there are aesthetic differences evident upon closer examination. The 8865 is essentially an
8861 with added video. Both phones, video aside, are identical from a feature perspective.
The 8845 does not easily map to its counterpart handset, the 8851, however. The 8845 does
include Bluetooth and Intelligent Proximity, but it does not include the USB or KEM sup-
port available to the 8851.

Table 5-7 provides an overview of the features of the 8800 series phones.

Table 5-7 Cisco 8800 Series IP Phone Features

Feature/

Function 8811 8831 8841 8851 8861 8845 8865

Integrated | 10/100/ | N/A 10/100/ 10/100/ 10/100/ 10/100/ 10/100/

switch 1000 1000 1000 1000 1000 1000

Wireless | No No No No Yes — No Yes —

capability 802.11a/b/ 802.11a/b/
g/n/ac g/n/ac
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Feature/
Function 8811 8831 8841 8851 8861 8845 8865
Display | 5-inch 5-inch 5-inch 5-inch 5-inch 5-inch
800x480 800x480 |800x480 |800x480 800x480 800x480
backlit WVGA WVGA WVGA WVGA WVGA
mono- Color Color Color Color Color
chrome
Speaker- | Yes Yes Yes Yes Yes Yes Yes
phone
Line keys |5 1 5 5 5 5 5
Program- |4 4 4 4 4 4 4
mable soft
keys
Fixed 12 9 12 12 12 12 12
feature
keys
Integrated | No No No No No Yes — 720p | Yes — 720p
video HD, H.264 |HD, H.264
AVC, AVC, 80-deg
80-deg FoV, | FoV, 25-deg
privacy vertical tilt,
shutter privacy
shutter
Advanced |Gig Wired or | Gig Intelligent |Intelligent | Intelligent | Intelligent
features Ethernet, |wireless |Ethernet, |Proximity |Proximity Proximity | Proximity
wideband | micro- wideband | (Bluetooth | (Bluetooth | (Bluetooth | (Bluetooth
audio phone kit, |audio hands-free | hands-free |hands-free |hands-free
daisy- pairing pairing pairing pairing with
chain with with smart- | with smart- | smartphone),
configura- smart- phone), USB | phone), USB
tion phone), smart- smartphone
USB phone and tablet
smart- and tablet charging
phone charging
charging
Hands- Yes Yes Yes Yes Yes Yes Yes
free
MWI Yes No Yes Yes Yes Yes Yes
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Figure 5-22 Cisco 8945 IP Phone

The 8945 includes 4 tricolor LED line/feature keys, 4 programmable soft keys, and 12 fixed
function keys. The fixed function keys include Applications, Directories, Messages, Volume
Control, Headset, Speakerphone, Audio Mute, Video Mute, Transfer, Conference, Redial,
and Hold/Resume. As an added feature, Bluetooth support has been built in to this model
for use with hands-free headsets. However, unlike the 8851/8861, the Bluetooth support on
this model does not have Intelligent Proximity.

The body of the 8945 is built from reground and recycled plastics, making this an eco-
friendly and rugged phone. A Class 3 PoE device, the 8945 has a 10/100/1000 integrated
switch and supports both SCCP and SIP for line-side signaling. Adding to its green capabili-
ties is a deep sleep option, which cuts the power consumption down to less than 1 watt dur-
ing off-hours.

Cisco 8961 IP Phone

The 8961 is a collaboration endpoint intended for use by knowledge workers, managers,
and executives desiring desktop voice communication capabilities. Designed with ergonom-
ics in mind, the 8961 has clean, uncluttered lines and an intuitive user interface. The 5-inch
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640x480-pixel TFT display is backlit and has an antiglare finish and an adjustable viewing
angle. It is designed to enhance the user experience when using multimedia applications,
such as XML or MIDlet applications developed both by Cisco and by third-party develop-
ers. Figure 5-23 shows the 8961 IP Phone.

Figure 5-23 Cisco 8961 IP Phone

This phone features 5 programmable line/feature keys, 4 programmable soft keys, and 12
fixed feature keys. It has an integrated 10/100/1000 switch built in. The 8961 supports only
SIP for line-side signaling and is classified as a Class 4 PoE device. It has a USB port for use
with wired headsets or the base station of wireless headsets.

Like the 8945, the 8961 is manufactured from reground/recycled plastics. It also supports
the deep sleep mode feature for off-hours power saving. It also supports Cisco EnergyWise
implementations.

The 8961 uses the Cisco Unified IP KEM; however, unlike the previously discussed phone
models, only one KEM can be attached to this phone. Figure 5-24 shows the KEM for the
8961 phone. This same KEM is also used with the 9900 series phones, discussed in the next
section.
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Figure 5-24 Cisco Unified IP Key Expansion Module

The KEM has 18 tricolor LED buttons for lines/features and 2 page buttons, adding a total
of 36 additional line/feature buttons to the phone’s capacity. The KEM has a 480x272-pixel
color, backlit, antiglare display. It is line-powered when the phone is using 802.3AT PoE or
can be powered by a Power Cube 4 external power supply. Table 5-8 provides an overview
of the features of the 8900 series phones.

Table 5-8 Cisco 8900 Series IP Phone Features

Feature/Function

Integrated switch

8945
10/100/1000

8961
10/100/1000

keys

Display 5-inch 640x480 TFT, 24-bit 5-inch 640x480 TFT, 24-bit color
color

Speakerphone Yes Yes

Line keys 4 5

Programmable soft 4 4
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Figure 5-25 Cisco 9951 IP Phone

There are also 4 programmable soft keys in a row just beneath the display as well as 12
fixed-function feature keys on the phone itself, arrayed around the keypad. Additional
features added to the 9951 phone include support for Bluetooth 2.0 for wireless headset
support. Two USB ports are also on board for use with wired headsets. Whether wired or
wireless, the phone supports high-definition voice for increased sound clarity. The 9951
includes an integrated 10/100/1000 switch port to facilitate the connection of a wired
workstation to the phone. This phone does support the use of XML-based applications and
services and the use of up to three KEMs. The first KEM is powered via the PoE provided
by the access layer switch. Additional KEMs require the use of external power.

Cisco 9971 IP Phone

The 9971’s 5.6-inch, 24-bit, 640x480-pixel TFT display is backlit and has an antiglare finish
and an adjustable viewing angle. Unlike the display of the 9951, the 9971 display is a touch-
screen. The display supports the use of both left-to-right and right-to-left language deploy-
ments as needed in global deployments. It has 12 tricolor LED keys arrayed in 2 columns of
6 on either side of the display. Six of these keys are programmable for use with telephony
functions such as line keys, speed dials, BLF, call park, call forward, and so on. The other

6 keys are session keys that can be tied to applications, services, or other similar functions.
Figure 5-26 shows the 9971 IP Phone.



Chapter 5: Cisco IP Phones, Desk Endpoints, and Jabber Overview

Figure 5-26 Cisco 9971 IP Phone

Like its 9951 smaller counterpart, the 9971 phone includes support for Bluetooth 2.0 for
wireless headset support. Two USB ports are also on board for use with wired headsets.
Whether wired or wireless, the phone supports high-definition voice for increased sound
clarity. The 9971 includes an integrated 10/100/1000 switch port to facilitate the connec-
tion of a wired workstation to the phone.

The 9971 extends the functionality of the 9951 with an additional line and session key
and the addition of an 802.11 a/b/g wireless network radio. Note that when the phone is
deployed wirelessly, the integrated 10/100/1000 switch port cannot be used.

This phone does support the use of XML-based applications and services and the use of

up to three KEMs. The first one is powered via 802.3AT PoE provided by the access layer
switch. Additional KEMs require the use of external power. Table 5-9 provides an overview
of the features of the 9900 series phones.

Table 5-9 Cisco 9900 Series IP Phone Features

Feature/Function 9951 9971

Integrated switch 10/100/1000 10/100/1000

Display 5-inch 640x480 TFT, 24-bit color | 5.6-inch 640x480 TFT, 24-bit color
Speakerphone Yes Yes

Line/session keys 10 12
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15 degrees from vertical. The accompanying TelePresence Touch 8 pad allows for simple,
intuitive operation of the endpoint. In the spirit of providing a face-to-face communication
experience, the unit includes an integrated microphone along with two speakers built in to
the front of the display panel. It also includes a handset for times when private audio com-
munication is desired. The use of an external headset and microphone is also supported via
3.5-mm jacks built in to the unit.

The EX60 includes a TelePresence PrecisionHD camera that can be used as a document
camera by moving it to point straight down. When it detects that it is being moved into
vertical position, it flips the picture so that both parties see the document right-side up.
The camera also has a privacy shutter built in to the bezel. This allows the local user to
control whether the far end can see him/her. It is the video equivalent of an Audio Mute
button. The camera has a 1/3-inch 2.1-megapixel sensor, allowing a 50-degree horizontal /
29-degree vertical field of view.

Beginning with Cisco Unified Communications Manager 8.6, the EX60 can be registered as
a SIP endpoint in a similar fashion to any other Cisco IP Phone. This was a crucial step in
merging the legacy TANDBERG Video Communications Server (VCS) architecture with the
vision and future of a single Cisco collaboration call control foundation. Although the end-
point can be used with either VCS or CUCM, future development efforts will be primarily
focused on CUCM-related functionality. Figure 5-27 shows the Cisco TelePresence EX60.

Figure 5-27 Cisco TelePresence EX60
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Regardless of deployment model, the EX60 supports H.261, H.263, H.263+, and H.264
video standards. When it is not filling its role as a video endpoint, it can serve as a nicely
sized second monitor for a single DVI-I attached workstation or laptop. Through this
connection, content can be shared into the video stream at 720p.

The EX60 is supported with Cisco TelePresence Version TC4.0 and later or TE6.0.

Cisco EX90

The EX90 is really the big brother to the EX60. In both form and function, it is quite evi-
dent that they share a common ancestry. Like the EX60, the EX90 includes an integrated
10/100/1000 switch to facilitate both network and workstation connectivity via a single
network drop.

It has a 24-inch HD display capable of 1920x1200 resolution and 5-ms response time, and
provides a 160-degree viewing angle. As a video communications endpoint, it supports reso-
lutions of 1080p30 and 720p60. The tilt of the unit can be adjusted within the range of 5 to
15 degrees from vertical. The accompanying TelePresence Touch 8 pad allows for simple,
intuitive operation of the endpoint. In addition to the integrated microphone and dual front
speakers, the EX90 also has a built-in subwoofer for higher sound quality. It also includes

a handset for times when private audio communication is desired. The use of an external
headset and microphone is also supported via the dual USB ports or 3.5-mm jacks built in to
the unit.

The EX90 includes a TelePresence PrecisionHD camera that can be used as a document
camera by moving it to point straight down. When it detects that it is being moved into
vertical position, it flips the picture so that both parties see the document right-side up. The
camera also has a privacy shutter built in to the bezel.

Unlike the EX60, the EX90 has an optical, motorized zoom feature. The camera has a
1/3-inch 2.1-megapixel sensor, allowing a 45- to 65-degree horizontal / 40- to 27-degree
vertical field of view, depending on the zoom factor.

Another key difference between the EX60 and EX90 is support for a feature known as
multisite. EX60 does not support it, whereas EX90 does. This feature is enabled through
the addition of an option key in the TC code. Like the EX60, beginning with CUCM 8.6,
the EX90 can be registered as a SIP endpoint. As mentioned, while the endpoint can be
used with either VCS or CUCM, future development efforts will be primarily focused on
CUCM-related functionality. Figure 5-28 shows the Cisco TelePresence EX90 used in an
education setting.
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Figure 5-28 Cisco TelePresence EX90

Regardless of deployment model, the EX90 supports H.261, H.263, H.263+, and H.264
video standards. As with its counterpart, it can serve as a nicely sized second monitor for a
DVI-I or HDMI attached workstation or laptop. Through this connection, content can be
shared into the video stream at 1080p. The EX90 also has additional capabilities including
HDMI in, HDMI out (dual display option), as well as audio in/audio out (3.5-mm jack on
rear panel).

The EX90 is supported with Cisco TelePresence software version TC3.1 and later or TE6.0.
Table 5-10 provides an overview of the features of the Cisco EX Series Endpoints.

Table 5-10 Cisco EX Series Endpoint Features

Feature/Function EX60 EX90

Integrated switch 10/100/1000 10/100/1000

Display 21.5-inch LCD with LED 24-inch LCD with LED backlight,
backlight, 1920x1080, 1920x1200, 160-degree viewing angle,
170-degree viewing angle, 5-ms response
5-ms response

Speakerphone Yes Yes

Camera PrecisionHD, privacy shutter, | PrecisionHD, privacy shutter,
document camera mode, document camera mode, optical
1/3-inch 2.1 mp, 50-degree motorized zoom, 1/3-inch 2.1 mp,
horizontal / 29-degree 45-to 65-degree horizontal / 40- to
vertical field of view 27-degree vertical field of view

Video standards H.261 H.261
H.263 H.263
H.263+ H.263+

H.264 H.264
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Feature/Function EX60 EX90
Resolution 1920x1080 (16:9) 1920x1200 (16:10)
Signaling protocol CUCM: SIP CUCM: SIP

VCS: SIP/H.323 VCS: SIP/H.323
TelePresence TC4.0 or TE6.0 TC3.1 or TE6.0
software version
CUCM version 8.6(2) and later 8.6(2) and later

Cisco DX650

The Cisco Desktop Experience line of endpoints began with the DX650. Two additional
endpoints have subsequently been added to the line: DX70 and DX80. Only the DX650 is
covered at this time.

The DX650 is an Android OS (Jellybean)-based collaboration endpoint with a 7—inch, back-
lit, widescreen Super Video Graphics Array (WSVGA) capacitive touchscreen LCD with
1024x600 pixel resolution. The display can tilt between 5 degrees forward to 25 degrees
backward to allow for the optimal viewing angle. An integrated 1080p capable camera, with
privacy shutter, is also included. The camera has a 75-degree vertical / 67.4-degree horizon-
tal field of view.

It supports HD voice and video communications, as well as an extensive list of applica-
tions. This includes Cisco applications, such as Jabber IM and Presence, WebEx Meetings,
and more, in addition to applications available on the Google Play Store, such as Pandora,
Netflix, and yes, Angry Birds. Access to these applications can be tightly controlled via the
CUCM administration web application. Figure 5-29 shows the Cisco DX650.

Figure 5-29 Cisco DX650
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First and foremost, the DX650 is a SIP-based collaboration endpoint. It has a visual tele-
phony and messaging interface, favorites list right on the desktop, and the ability to per-
form directory searches. It supports both numeric and URI dialing features.

HD video support includes H.264 and advanced video coding (AVC) up to 1080p30.

The DX650 can be used in both wired and wireless environments. It includes a 10/100/1000
integrated switch for wired connections. For wireless connections, it has an 802.11a/b/g/n-
capable radio built in. Bluetooth support is also built in to this device. The functionality is
not simply for headset use, although it works very well with a variety of available models.
An additional feature known as Intelligent Proximity for Mobile Voice allows a paired
smartphone to make use of the superior audio capabilities of the DX650 for calls to and
from that phone. Contacts and call histories can be synchronized into the DX650 as well to
provide a more seamless experience.

The use of external displays is encouraged with the DX650. It has an HDMI port and a
display port for external display connectivity. In addition, it has two standard USB (type A)
ports for keyboard/mouse/flash drive, and so on connectivity and one micro-USB port.

The DX650 is PoE capable and is a Class 3 device with 802.3af power or class 4 device with
802.3at power. The difference really comes down to what types of devices need to be pow-
ered by the USB ports. If higher-power devices are connected, the DX650 must pull more
power from the switch.

The DX650 comes with the Cisco AnyConnect VPN client embedded; however, it is also
compatible with the Cisco mobile and remote-access (a.k.a. collaboration edge) architecture
for VPN-less connectivity. Obviously, this access requires a CUCM version capable of sup-
porting that architecture (9.x and later). Otherwise, the DX650 is supported in CUCM 7.1(5)
and later. Table 5-11 provides an overview of the features of the DX650.

Table 5-11 Cisco DX650 Features

Feature/Function DX650

Integrated switch 10/100/1000

Display 7-inch diagonal, backlit WSVGA capacitive touchscreen LCD with
1024x600-pixel resolution

Speakerphone Yes

Camera 1080p, privacy shutter, 75-degree vertical / 67.4-degree horizontal
field of view

Video standards SIP only
H.264
AVC

Resolution WSVGA 1024x600

Signaling protocol SIP

CUCM version 7.1(5) and later
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Figure 5-30 Cisco Jabber for Windows

For comparison, Figure 5-31 shows the Cisco Jabber for Mac client.

Figure 5-31 Cisco Jabber for Mac

In viewing both Figure 5-30 and Figure 5-31, it becomes evident that these two clients pres-
ent a common user experience even though they are running on top of two very different
platforms. Each has the characteristic aesthetic traits of the OS, but identical in form and
function otherwise. The same holds true for Jabber on all supported platforms.

Desktop sharing can be initiated from the client as well simply by initiating an IM session.
The client can be in either desk phone mode or soft phone mode when the share is initiated.
The share can also be used to control the desktop being shared. In cases where the screen
share is initiated from a multiparty IM session, the screen share can include up to five par-
ticipants. No call need be active between the two endpoints. If only an IM session is active,
the screen share is initiated via XMPP. If a call is active, the share is initiated via Binary
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Floor Control Protocol (BFCP). This is a relatively new addition, however, in Jabber 10.5
and later. Note that that IM-only screen share is using Remote Desktop Protocol (RDP) to
accomplish the connection. Therefore, it is available only with Jabber for Windows.

Prior to Jabber 10.5, only BFCP was used for desktop share, and no remote control capabil-
ity was possible. This necessitated the need for the Jabber client to be in soft phone mode
and a call to be up between the desktops to initiate the share. This is no longer the case.
But, it is useful to understand the history for a number of reasons, potential exam coverage
included.

Cisco Jabber for Tablet

Cisco Jabber for iPad and Android enable mobile users to make use of Jabber on a mobile
platform somewhat larger than the smartphone and more portable than even the smallest
laptop computer. Tablets have taken over as the perfect balance of application portability
and screen real estate. It is only natural that they become an extension of our work desktop.
Using the Jabber client enables the full collaboration experience in a very small footprint.
This includes IM, presence, voice, HD video, content sharing, and so on. It will run on iPad,
iPad mini, or an Android tablet. Figure 5-32 shows the Cisco Jabber for iPad client.

—
Figure 5-32 Cisco Jabber for iPad

Figure 5-32 shows the video call layout with picture-in-picture and call controls. During
a video call, the camera in use can be switched from forward to rear and back at will. For
comparison, and to show a slightly different view of Jabber’s functionality, Figure 5-33
shows the Jabber for Android client running on a tablet.

Figure 5-33 shows the Jabber client contacts and IM screen. The Jabber client on both
platforms has the same look, feel, and capabilities. The quality of video will, of course, be
subject to the wireless network radio, processor and optics capabilities of the tablet. For
example, the quality of the experience on a new iPad Air with Retina camera and display
will be superior to that on an iPad 3 without Retina capabilities.
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Figure 5-33 Cisco Jabber for Android on Tablet

Cisco Jabber for Smartphone

On the smartphone front, the Jabber client runs on the iPhone and Android platforms. Like
the tablet versions, the smartphone versions will support IM, presence, voice, and HD video.
Again, the video quality is subject to hardware capabilities. Figure 5-34 shows the Jabber for

iPhone client.
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Figure 5-34 Cisco Jabber for iPhone
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Figure 5-34 shows the control console on the client. Figure 5-35 shows the Jabber for
Android client on a smartphone. Again, the clients have the same look, feel, and capabili-
ties. The difference in the two figures is merely to show differing views of the Jabber client
capabilities.

; B ol B 11:22AM
=3 o Jackie Cho :
<g 0 Available 4 '\ o :

a Hi Wendy. How are you doing?
Hi Jackie. Check this page out ﬁ

www.tester.com

a That's very interesting

Isn't it? | thought it might be a
very useful for us for Sprint 2,

ﬂ Definitely!

Figure 5-35 Cisco Jabber for Android on Smartphone

Figure 5-35 shows an IM session in progress on the Jabber client. Notice the escalation
icons at the top of the client. These function identically to the escalation functions on the
tablet and desktop clients.






This chapter covers the following topics:

Cisco Collaboration Endpoint Protocol Overview: This section takes a look at the
protocols in use for line-side signaling with Cisco collaboration endpoints.

Cisco IP Phone Configuration: This section discusses the configuration require-
ments and options for Cisco IP Phones in Cisco Unified Communications
Manager.

Cisco IP Phone Registration Process: This section covers the boot and registra-
tion process of Cisco IP Phones.

Cisco Jabber Configuration: This section examines configuration requirements
and options for Cisco Jabber in Cisco Unified Communications Manager.

Cisco Jabber Installation and Registration Process: This section examines the
parameters and methodology used in installing Cisco Jabber and the processes
used in registering it with Cisco Unified Communications Manager.

Cisco Jabber Installation and Registration Process: This section describes the
available tools to help verify status of Cisco IP Phones and Cisco Jabber.



CHAPTER 6

Configuring Cisco Unified IP
Phones and Cisco Jabber

This chapter discusses the configuration of the Cisco IP Phone models referenced on

the exam blueprint and also discusses Cisco Jabber. Chapter 5, “Cisco IP Phones, Desk
Endpoints, and Jabber Overview,” discussed a wider array of the overall Cisco IP Phone
portfolio. Cisco IP Phone configuration does not vary by a significant degree from model
to model across the IP Phone portfolio. That said, this chapter touches on the line-side pro-
tocols in use, the IP Phone boot and registration process, general configuration parameters,
and status verification mechanisms available for the phones. In addition, the discussion
delves into the configuration of Cisco Jabber. The focus remains primarily on the client
configuration options. However, some discussion of server-side parameters is required on a
number of fronts, including the Cisco Unified Communications Manager (CUCM) service
profiles and Domain Name System (DNS) records necessary for Jabber to discover services
and function properly.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 6-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes.”

Table 6-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions

Cisco Collaboration Endpoint Protocol Overview 1-2
Cisco IP Phone Configuration 3-7
Cisco IP Phone Registration Process 8§-11
Cisco Jabber Configuration 12-14
Cisco Jabber Installation and Registration Process 15-18
Cisco Collaboration Endpoint Status Verification 19-20
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Caution The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.

1.  Which protocols are Cisco proprietary?

a. CDP

b. LLDP-MED
c. SIP

d. SCCP

2. Which protocols are used by Cisco collaboration endpoints to download their con-
figuration files?

a. SIP
b. LDAP
c. TFTP
d. HTTP
3. Which of the following is the primary means by which an endpoint is uniquely identi-
fied in CUCM?
a. TFTP Option 150
b. IP address
c. MAC address
d. DNS

4. Which of the following must be configured for auto-registration to function?

Universal device and line templates
Calling search spaces
TAPS

Self-Provisioning

e o T o

5. When a DX650 requires a firmware upgrade, which of the following will occur?

It will download at next phone reset. The phone will be unusable during upgrade.
It will download in the background, not interfering with phone operation.

It will prompt the user to allow the download.

e 0o o p

It will wait until an administrator schedules a bulk update.
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Which of the following has to be changed on a Cisco IP Phone to statically configure
the TFTP server address?

Alternate TFTP set to yes

Static IP address

DHCP set to no

d. Phone to use SCCP

o T o

Video capabilities on CUCM registered phones can be enabled globally in which of
the following pages?

a. Enterprise Parameters

b. CallManager Service Parameters

c. Enterprise Phone Parameters

d. Cisco Unified CM

Cisco inline power was replaced by which IEEE standard?

a. 802.3at
b. 802.3af
c. 802.11n
d. 802.11ac

Which protocols can provide the voice VLAN ID to the phone at boot?

a. DHCP

b. TFTP

c. CDP

d. LLDP-MED

What parameter is added to the DHCP scope for the voice VLAN?

a. Address reservation
b. DHCPOFFER

c. Option 150

d. DHCPDISCOVER

What is the configuration filename requested from the TFTP server by an IP Phone
with a MAC address of 000C1ACE0511?

SEPO00C1ACE0511.cnf.xml

SIPOO0C1ACEO511.cnf.xml

SAP000C1ACEO0511.cnf.xml

CMDefault.cnf.xml

e 0o o
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12.

13.

14.

15.

16.

17.

Which Jabber deployment mode offers the most limited feature set?

a. Full UC mode

b. IM only mode

c. Phone mode

d. Windows mode

Jabber users are identified by which of the following?

CUCM DN
LDAP username
AD username
JID

e 0o o p

With all users in full UC mode, how many users can a single IM&P server support?

a. 40,000
b. 10,000
c. 15,000
d. 45,000

Which of the following options will result in Jabber registering with CUCM?

Selecting Use My Computer for Calls in the Jabber client
Selecting Use My Desk Phone for Calls in the Jabber client

No need because it always registers with CUCM as an endpoint

e 0o o p

Selecting Disable Phone Services in the Jabber client

When outside of the network, Cisco Jabber uses which of the following DNS SRV
records to complete service discovery and reach domain.com?

a. _cuplogin. tcp.domain.com DNS SRV record

b. xmpp-server. tcp.domain.com DNS SRV record

c. cisco-uds. tcp.domain.com DNS SRV record

d. collab-edge. tls.domain.com DNS SRV record

When inside the network, Cisco Jabber uses which of the following to complete ser-
vice discovery and reach domain.com?

a. _cuplogin. tcp.domain.com DNS SRV record

b. xmpp-server. tcp.domain.com DNS SRV record

c. _xmpp-client. tcp.domain.com DNS SRV record

d. collab-edge. tls.domain.com DNS SRV record
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18. Which must be configured in CUCM for Jabber clients to function properly in full
UC mode?

a. UC service profile

b. TFTP server

c. CTIroute point

d. Auto-registration

19. The Phone Status screen on a 9971 IP Phone shows all but which of the following?

Active CUCM node
Active load version
Inactive load version

a

b

c

d. Model number
. W

20. Which status screen displays jitter experience during a call?

Status Messages
Call Statistics
Ethernet Statistics

e o T o

Wireless Statistics
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Foundation Topics

Cisco Collaboration Endpoint Protocol Overview

A protocol, generally defined, is merely a set of rules for a given scenario or situation.

In the medical field, a protocol is a specific set of steps that must be followed to ensure
proper, consistent patient care. In social settings, protocol is known more commonly as
etiquette. No matter how you view it, protocol is an agreed upon manner of behavior for a
given scenario.

In this case, the protocols relevant to this discussion are the rules dealing specifically with
the need to provide a means of communication between call control and endpoints. To
facilitate said communication, additional protocols are required in the underlying infrastruc-
ture. TCP/IP is one of those, certainly. But, this book is not about TCP/IP, specifically. That
said, some aspects and underlying components of the larger TCP/IP suite of protocols are
relevant. The protocols associated specifically with Cisco collaboration architectures are
rather numerous. Those relevant to the discussions within this book, and certainly within
this chapter, are not quite so numerous. There are protocols specific to discovery and infor-
mation relay. There are protocols specific to IP addressing and file transfer. The list includes
the following:

Cisco Discovery Protocol (CDP)

Link Layer Discovery Protocol for Media Endpoint Devices (LLDP-MED)

Dynamic Host Control Protocol (DHCP)

Trivial File Transfer Protocol (TFTP)

Hypertext Transfer Protocol (HTTP)

Skinny Client Control Protocol (SCCP)

Session Initiation Protocol (SIP)

Real-time Transport Protocol (RTP)

Secure Real-time Transport Protocol (SRTP)

Simple Object Access Protocol (SOAP)

Extensible Messaging and Presence Protocol (XMPP)

Lightweight Directory Access Protocol (LDAP)

Computer Telephony Interface (CTI)

Computer Telephony Interface Quick Buffer Encoding (CTIQBE)

Cisco Audio Session Tunnel (CAST)

Internet Message Access Protocol (IMAP)

Table 6-2 details the protocols of particular relevance to Cisco collaboration endpoints.
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The MAC address is unique to the phone’s network interface card (NIC). It needs to be
recorded for entry into CUCM because this is the primary identifier for each endpoint. The
method of TP address acquisition, whether through DHCP or static configuration, is not
entirely relevant as long as it is properly done, one way or the other. DHCP is obviously the
preferred method due to its dynamic nature. It does not require an administrator to physical-
ly configure each phone. The TFTP server acquisition can also be dynamic or static. It is typ-
ically included as Option 150 in the DHCP parameters for the voice/video VLAN. However,
static configuration is often used even in environments where DHCP Option 150 is available.
If a phone is to be moved to another cluster or needs to be part of a lab environment, the
alternate TFTP option in the phone’s configuration can be enabled and a static TFTP server
or servers set. DNS is purely optional. It is most often used when the phone needs to reach
applications and or destinations based on domain names rather than by IP address.

Auto-Registration

Auto-registration is certainly an option, but use of that feature should be carefully tem-
pered with a touch of sanity. One does not simply allow any endpoint to connect to the
network, register, and make calls without administrative oversight. Auto-registration is
enabled or disabled in the CUCM administration interface under the System > Cisco

Unified CM Configuration page. Select the Unified CM node that will play the role of pri-
mary call control node for auto-registering phones. Figure 6-1 shows a portion of the Cisco

Unified CM Configuration page.

g sove Pyreset 2 Avwycont

@ Status: Ready

—Cisco Unified C icati ger Infor

Cisco Unified Communications Manager: CM_cucmpub (used by 29 devices)

rServer Infor
cTio 1
Cisco Unified Communications Manager Servar® 172.16.100.1
Cisco Unified Communications Manager Name * CM_cucmpub
Description cucmpub
Location Bandwidth Manager Group Ibmg-hg =

- Auto-registration Infor

Universal Device Template® Auto-registration Template v

Universal Line Template*  jt-hq o
Starting Directory Number® 1900
Ending Directory Number* 3950

[ Auto-registration Disabled on ths Cisco Unified Communications Manager

Figure 6-1 Cisco Unified CM Configuration Page

In the CM configuration options, select a universal device template and universal line tem-
plate, which are preconfigured to a partition and calling search space that can call nowhere
but to the self-provisioning pilot, assuming self-provisioning is enabled. Self-provisioning
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is a relatively new feature that allows a user to add his/her own phone to the network with
relatively little effort on the part of the administrator. A self-provisioning pilot number
points to a CTI route point that launches a basic interactive voice response (IVR) script. The
IVR asks for a self-provisioning identifier, which is predefined and user specific. Based on
the user information, the phone is added to the system and associated with the user. Self-
provisioning, like auto-registration, is dependent upon the configuration of universal device
and line templates; otherwise, there is nothing to populate the required phone parameters
for the user, such as directory number partition, calling search space, and others.

The configurations for both universal device template and universal line template are found
in the CUCM administration under User Management > User/Phone Add. Figure 6-2
shows a cutout of the universal line template and the calling search space.

wlul,  Cisco Unified CM Administration

CISEO  ror Claca Unitiod Communicatians Seluticns

ERERE Cisco Unified CM Adminatration

Gysten v CalFostng v Vede Resturces v  Advanced Festures v  Device »  Appcatos

Q Save Expand All [g
Suatus: mesey
Template Information
[ Cating Search Space
Name = | ut-auto-reg [ urgant priority Name®  Joss-tuto-re
Description
quired and Freq ly Entered
[ Roste Partitions for this Caling Search Space
/ Avalable Partitices** Tirectory URT =]
Line Descrigtion: “**futo-Reg-DN"*== y Global Learned E164 Numbers F
= Clobal Lanrriad E164 Pattarne
Route Partinon: pt-avto-reg - Global Learnad Enterprise Numbers
= Gobal Learned Entarpriss Paterns -
Voice Mail Profila: NoVeceMal - A
— Selected Partitions |z auto-reg N
Calling Search Space: lcss-auto-reg - w-salf-prov v
~
Alerting Name: 4 P
Extenal Cal Control Profile: -

Calting Search Space Coafiguration

Figure 6-2 Universal Line Template and Calling Search Space

Auto-configuration is a simple way to enable a large number of phones to register to
CUCM without fear of the dreaded fat-fingering of the phone’s MAC address.

Manual Configuration

At first glance, it might seem that the Bulk Administration Tool (BAT) has been left out of
the discussion. That is true, in part. The BAT does enable mass import of IP Phones, but not
without considerable work ahead of time in building the comma-separated value (CSV) file
needed for the import. With that in mind, the BAT is here, under the manual configuration.
The BAT is beyond the scope of this discussion for the time being.

When manually configuring a collaboration endpoint, the first piece of information
required is the endpoint type. In CUCM Administration, click Device > Phone > Add
New. Clicking the Add New button displays a drop-down menu. Scroll to the appropriate
endpoint type and select it. Once selected, there are two possibilities for what is presented
next. If the device is capable of being provisioned as a SIP or SCCP endpoint, the line-side
protocol must be selected, and then the configuration will proceed to the device configura-
tion page. If the device is capable of only SIP, the device configuration page is presented.
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On this page, you have numerous options. Only a few of them are actually required. The
first of these is the MAC address. All the required fields have an asterisk next to the field
names for emphasis. When you complete the device configuration and then click the Save
button, a column of button configuration links is added vertically along the left side of the
page according to the phone button template selected for the endpoint. Also, at this point,
a configuration file for the phone is created and added to the TFTP server so that it can be
downloaded once the phone connects. Using these newly provided links, directory number
(DN) buttons, intercom buttons, busy lamp field (BLF) buttons, application buttons, and
more can be assigned. Figure 6-3 shows a DX650 configuration page with an assigned DN.
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Figure 6-3 Cisco DX650 Configuration Page

In the figure, you can see the DN along with numerous configurable speed dial (SD)
options. The device will register and download its firmware and configuration file once it is
connected to the network and has booted completely.

One item of note in the new endpoints, 7800/8800, DX series, and so on is that the means
by which firmware upgrades occur has been altered. In the past, when a phone registered,

it downloaded its firmware immediately, before it was fully registered and usable. Now,
firmware is downloaded while the device is in a usable state. The device will boot with its
existing firmware, register, and be operational. When a firmware upgrade is needed, the
firmware is downloaded in the background, and then the user is prompted to allow the end-
point to reboot to complete the upgrade. This reduces the overall user impact of firmware
upgrades/changes.

Note that when new phones are added to the portfolio, they have to be added to CUCM.
This is done through the installation of a device pack. Device packs can be downloaded
from the Cisco Communications Manager Updates page on Cisco.com. Individual phones
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can be added manually; however, for purposes of maintaining the most up-to-date firmware
for all endpoints, the device pack is preferred. Once the device pack is installed, there will
be a full-cluster reboot required to complete the installation. So, be sure to schedule a main-
tenance window.

Should it become necessary to manually configure a phone, for some reason, all that is
required is power. Whether that power comes from an actual power cord or via Power
over Ethernet (PoE) is not overly important at this point. The settings for the endpoint are
accessed by various means depending on the endpoint model. For the 7800/8800/9900
series phones, there is a button with an icon of a cog, which represents the settings.
Figure 6-4 shows the 9971 and its settings button.

Figure 6-4 Cisco 9971 Settings Button

Upon pressing the settings button, a menu of options is shown on the screen. Select
Applications > Administrator Settings > Network Setup > Ethernet Setup. On this screen,
a number of options exist, including the ability to view the VLAN ID, domain name, or
MAC address. In addition, the IPv4/IPv6 settings can be altered here. If the IP address
needs to be statically configured, select IPv4 setup and ensure that the DHCP Enabled
switch is set to No. (It is set to Yes by default.) At that point, the IP options can be manually
entered. If a change is made, click Apply. More typically, there will be a need to specify an
alternate TFTP server. Using the arrow keys, scroll down to the Alternate TFTP option and
set it to Yes. Then enter the address of the TFTP servers as needed. Click Apply.
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The 9971 is a video-capable phone, assuming it is ordered with the USB-attached camera.
The camera connects to the back of the device and stands up to look over the back of the
display. There are two primary concerns in enabling video on the device. The first is on

the phone itself. Click the Settings button, and then choose Applications > Accessories >
Cisco Unified Camera Settings. On this screen, set the Auto Transmit Video option slider
to On. Select View Area to see a self-view and adjust the size of the viewable area which
others will see during calls, and then click Save. The second part that needs to be checked
is on the bottom of the 9971’s device page in the CUCM Administration page. The options
for the Cisco Camera and Video Capabilities need to be set to Enabled. Figure 6-5 shows
the 9971 device configuration page with these settings enabled.
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Figure 6-5 Cisco 9971 Device Page

You can configure these settings phone by phone or globally. The device page shown

in the figure is the phone-by-phone method. There is a recently added page in CUCM
Administration called Enterprise Phone Configuration. Open the CUCM Administration
page, and click System > Enterprise Phone Configuration to set global phone parameters.
When making changes on this page, also ensure that the Override Common Settings check
box is checked. Otherwise, the setting will not update. The settings and parameters on this
page are also configurable on the Common Phone Profile. So, that means that there are
three distinct places within the CUCM Administration pages wherein some of these options
may be altered. With that in mind, it is important to specify order of precedence (highest to
lowest):

m Phone Configuration window settings

m Common Phone Profile window settings

m Enterprise Phone Configuration window settings

Cisco IP Phone Registration Process

Key The process through which endpoints progress to register with CUCM can seem a bit

involved. However, it is a logical procedure that can be easily understood. Obviously, the
first order of business is power. Power can be provided through the use of a power cube
plugged into a wall outlet, or it can come from the LAN switch in the form of PoE.
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Cisco created “inline power” in 2000 as a response to a growing desire in the IP telephony
and wireless access arenas to be able to forego the need for power supplies on phones and
access points, respectively. The idea of the phone drawing power from the wall jack to
which it is connected is nothing new. At the time, there was no industry standard way of
providing said power for IP Phones. When the IEEE ratified the 802.3af specification, Cisco
retired the proprietary inline power functionality. The IEEE has further advanced the capa-
bilities with the ratification of 802.3at PoE.

PoE is something of a science all on its own. There are a variety of levels of power that a
LAN switch can provide. Usually, the level of PoE capabilities on the switch is based on its
own power supply. In many cases, a switch’s power supply may not be sufficient to allow
for PoE to all ports. Or, it may only be able to provide a certain wattage per port. The watt-
age requirements for endpoints will certainly depend on the endpoint and its capabilities.
Typically, the more feature-rich the endpoint, the more power required to run it. The indus-
try refers to these power differences as the class of the device, ranging from Class 0 to Class
4. With regard to 802.3af, Classes 0-3 were used, and Class 4 was reserved. With 802.3at
arriving on the scene, Class 4 has been defined, but only for 802.3at-capable devices.

Table 6-3 shows the PoE classes and power specifications. There are two defined entities

to keep in mind: power sourcing equipment (PSE) and powered device (PD). The PSE is the
LAN switch, and the PD is the endpoint or access point.

Table 6-3 PoE Classes and Power Levels

Class Wattage at PSE Wattage at PD Description

0 Up to 15.4W 0.44-12.94W Default classification

1 Up to 4W 0.44-3.84W Very low-power devices
2 Up to 7W 3.84-6.49W Low-power devices

3 Up to 15.4W 6.49-12.95W Mid-power devices

4 Up to 30W (802.3at) 12.95-25.50W High-power devices

When the endpoint is connected to the access layer switch, if it is not connected to exter-
nal power, it attempts to obtain power via PoE. Initially, the switch responds by going into
what is called a resistive detection and classification stage. This is a protective mechanism to
guard against damaging connected devices. There a resistance of 25 ohms in PoE-compliant
devices. Assuming that stage passes, the switch responds by applying power in low power
mode with 6.3W to allow the phone to boot. Cisco endpoints use CDP to make a specific
request to Cisco switches for the amount of power they require. CDP also informs the end-
point of the voice/video VLAN ID to which it should attach. Optionally, LLDP-MED can
be used for similar functionality.

With the phone now powered up sufficiently, the boot process continues. The next

order of business is the acquisition of IP addressing and TFTP services. This is done via
DHCP, assuming that static configuration is not being used. The endpoint broadcasts a
DHCPDISCOVER on the VLAN provided by CDP/LLDP-MED. In response, one or more
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DHCPOFFER messages is sent from the DHCP server to the requesting endpoint via uni-
cast. The information in the DHCPOFFER includes the IP address, subnet mask, default
gateway, DNS, and TFTP Option 150 address. With that information in hand, the endpoint
can proceed on to the next step, contacting the TFTP server.

The TFTP Option 150 address contained in the DHCPOFFER is used to send a TFTP/HTTP
GET request to the TFTP server. The request is looking for a specific filename based on the
MAC address of the endpoint. The MAC address of the endpoint can be found on the back
near the bottom, in most cases. Figure 6-6 shows the location of the MAC address on the
back of an 8861 phone.

Figure 6-6 Cisco 8861 IP Phone MAC Address Location

Based on the endpoint model, the general layout will vary. At times, it will be in a row
across the bottom of the device rather than as shown in the figure. Hopefully, the MAC
address will have already been located as part of preconfiguring the phone in CUCM.
However, if auto-registration was used, it may not have been manually located.

The file being requested at this point from the TFTP server is in the format SEP<MAC
ADDRESS>.cnf.xml. So, if the MAC address were 00C0.1CBE.1EAS, the TFTP/HTTP GET
request would be made for the file SEPOOCO1CBE1EAS8.cnf.xml. Once the file is retrieved,
it is parsed and loaded. The endpoint will also examine its running firmware version versus
the version specified in the configuration file. If so, it continues on with the registration
process. If not, it requests the firmware files.
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Table 6-4 Cisco Jabber Deployment Modes

Mode M Presence Telephony Video
IM only Yes Yes No No
Phone No No Yes Yes
Full UC Yes Yes Yes Yes

The underlying architecture involved with Cisco Jabber deployments varies depending

on whether the IM portion is to be on-premises based or cloud based. In the cloud-based
deployment, all services for call control, calendar integration, desk phone control, and so on
are deployed within the local enterprise. However, the IM aspects of the Cisco Jabber client
are based in the WebEx cloud as a hosted service. For on-premises deployments, all aspects
are, as the name implies, on-premises. Figure 6-8 shows a typical Cisco Jabber deployment
architecture.

IP Phone

SIP Trunk .I
< ENP AXL/SOAP

E CTIQBE ® O
CCMCIP CTI Manager TFTP CcucM IM&P
Service Service Server Server

Figure 6-8 Cisco Jabber Architecture

The figure shows only those protocols and connections relevant to the Jabber client itself.
Obviously, the picture is incomplete from the perspective of all of the other components
shown therein. The Cisco UCM IM&P server, formerly known as Cisco Unified Presence
Server (CUPS), is required to provide presence and IM capabilities to end user clients.
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CUCM is required to provide call control as well as licensing and the user database for the
IM&P server. In full UC mode, a single IM&P server can support up to 15,000 users. A
cluster of three IM&P servers can support up to 45,000 users for full UC. High availability
(HA) is also an option in the IM&P server architecture. For IM-only deployments, a single
server can support 25,000 users and a cluster, 75,000 users. The HA option is available for
this deployment as well. When configuring Jabber in CUCM (for full UC and phone mode),
a CSF profile is required. This is the equivalent of an endpoint configuration for a physical
endpoint. The device name in CUCM needs to begin with CSF, followed by an arbitrary
identifier, usually a user ID. For example, CSFJ]DOE would be the device name for John
Doe’s Jabber device in CUCM.

Jabber users are identified by a Jabber ID (JID). It consists of a Jabber username and a
domain name in much the same way an e-mail address or a URI is formatted. Users can be
created on CUCM or synchronized from an Active Directory (AD) or LDAP server. User
authentication is done by CUCM for locally created users and proxied to the AD/LDAP
server for synchronized users.

Jabber makes use of SOAP over HTTPS upon its launch in communicating to the IM&P
server to retrieve its configuration. Jabber makes contact with CUCM via HTTP and HTTPS
to retrieve a list of devices associated to the user who is logging in. XMPP is used in com-
munication with the IM&P Server for presence status and IM functionality. LDAP is used
for directory searches when looking for contacts with whom to communicate.

From a telephony perspective, Jabber is a soft phone registering to CUCM. As such, it acts
very much like the endpoints discussed earlier in this chapter. It makes contact with the
TFTP server, pulls its configuration file, and then registers to CUCM as a SIP endpoint. It
can use both RTP and SRTP for media in both audio and video communications as config-
ured by the CUCM administrator.

Jabber makes use of a Cisco CallManager Cisco IP Phone (CCMCIP) service profile in
retrieve settings and information about devices associated with a particular user. This list of
devices is used in populating the Desk Phone Control field in the Jabber client.

In communicating with Unity Connection, the Jabber client uses an IMAP connection to
retrieve and manage the list of voice messages for the logged-in user and to retrieve and
manage the messages themselves.

Note While divided into component services in Figure 6-8, it is highly probable that
the TFTP server, CTI Manager service, and CCMCIP service will all be running on
CUCM. Certainly, they will be running on a CUCM node, if not the CUCM Publisher
itself. They do not have to be on individual node instances.
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Cisco Jabber Installation and Registration Process

Jabber can be run in soft phone mode, wherein it functions as a voice/video-capable end-
point entirely independent of other devices or associated phones. Alternatively, Jabber
can run in desk phone mode. In this mode, the Jabber client is in constant contact with an
associated desk phone and uses it according to its capabilities. If the phone is capable of
audio only, Jabber looks for a locally attached webcam on the desktop client and makes
use of it should it be available. If the desk phone is both audio and video capable, Jabber
makes use of the audio and video resources on the desk phone. Figure 6-9 shows a
side-by-side view of the selection of soft phone mode and desk phone mode on the Cisco
Jabber for Mac client.

Status: Usng my Computar for Calls S/17 |
v [Z) Use my Computer for Calls
Gl Use my Desk Phone for Calls >

Status: Using my Computer for Calls 5717 L
v [Z] Use my Computer for Calls |
§LH Use my Desk Phone for Calls »

375 Cisco DX650: brmorgan-DX650

3 Disable Phcne Services 23 Y Disable Phone Services Cisco DX65C: brmorgan-DX650
Status: Not Forwarding Calls 714 Status: Not forwarding Calis Cisco DX70
Forward Calls to Forward Cals to >

0/2 Manage my Phones...

Open Call Preferences... Open Call Preferences... ¥
0/3 0/3 -
: \ A
BN » Groupless Contacts 14735 |EEE *» Grouples Contacts 14/38 |

Figure 6-9 Cisco Jabber for Mac Phone and Call-Forwarding Preferences Menu

In the figure, the left side shows that the soft phone mode selection is made by clicking the
User my Computer for Calls option. For desk phone mode, it is possible to expand the
field to select from a list of associated phones to have Jabber use it for audio/video.

The reason this is important is that the soft phone/desk phone selection determines how the
Jabber client registers. If registering in soft phone mode, the Jabber device configured in
CUCM will be used. If in desk phone mode, it will not. More on that shortly.

Service Discovery

To register and function fully, Jabber needs to know where its services are located and how
to authenticate the user. This is accomplished through a process that includes both service
discovery and a bootstrap or Universal Resource Locator (URL) configuration. It can also
simply read predefined information in a configuration file downloaded from the CUCM
TFTP server, called jabber-config.xml. Regardless of whether Jabber is launched from a
desktop computer, smartphone, or tablet, it can automatically detect whether it is inside the
network or outside the corporate network. It does this by detecting network change events,
such as the switching of a smartphone from using its wireless network radio to using cellular
data.

Jabber can be configured to prompt the end user to enter a user ID with the domain name,
or the JID. Figure 6-10 shows the login prompt presented on Jabber for Windows.
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Continue

Advanced settings

Figure 6-10 Cisco Jabber for Windows Login Prompt

Jabber will use the domain portion of the JID provided to resolve the services via DNS SRV
records. Optionally, an administrator can provide the domain name either via modifications
to the Windows Installer or through a URL configured in the local jabber-config.xml file. In
this case, the user will not need to provide domain information. Regardless of the method
used, it then caches the domain information for future logins.

Jabber sends HTTP and DNS requests simultaneously in search of its services. This allows
the discovery of on-premises and cloud-based services. The HTTP requests are sent to the
Cisco WebEx Cloud service. The DNS requests are sent to the configured, either statically
or dynamically, DNS servers for the client. When configuring the DNS SRV records, the
fully qualified domain name (FQDN) of the respective entities to which the records refer
should always be used. That, of course, also adds a requirement that DNS A records be
created for each CUCM node, the IM&P server, and the VCE-E or Expressway-E as appli-
cable. Table 6-5 shows the DNS SRV records used by Jabber for service discovery.

Table 6-5 Cisco Jabber DNS SRV Records

DNS SRV Record DNS Resolves To
_cisco-uds._tcp.domain.com Internal CUCM FQDN
cuplogin._tcp.domain.com Internal IM&P server FQDN

_collab-edge._tls.domain.com External VCS-E or Expressway-E FQDN
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Figure 6-11 Cisco Jabber for Windows Manual Configuration

If configured manually, the client may not have the flexibility to roam into and out of
the network as the addresses configured inside the network may be different than those
required outside of the network. For this reason, the automatic configuration and service
discovery using DNS SRV records is the preferred way to deploy.

When the client makes contact with the IM&P server, the determination as to whether
the user is permitted to use Jabber is made. This validation is done by CUCM. A check
box on the user page allows the use of IM and Presence. Figure 6-12 shows the End User
Configuration page.
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Figure 6-12 Enable User for IM&P in CUCM End User Configuration Page
Login and Registration

Key Assuming that the user is permitted to use IM&P, the IM&P passes the login information

on to CUCM for authentication. Authentication is either processed locally on the CUCM
database, if using User Directory Services (UDS), or forwarded on to the configured LDAP
server, if LDAP integration has been implemented. With services discovered and login cre-
dentials validated, the user’s contact list is downloaded via SOAP, and presence status of
each of the configured contacts is updated via XMPP.

Within the CUCM configuration, UC Service Profiles have been created in support of
Jabber clients. The client then requests a list of IP Phones associated with the user to popu-
late the phone and call-forwarding selection menu (shown in Figure 6-9).

The UC Service Profile is a listing of each of the services relevant to the Jabber client,
including the following:

Voice-Mail Profile: Voice mail server that should be used

Mailstore Profile: Mailstore server

Conferencing Profile: Selection of available WebEx Cloud, CWMS, and so on
Directory Profile: LDAP directory for contact search

IM and Presence Profile: IM&P cluster with which to associate

CTI Profile: Server used for CTI control

Videoconference Scheduling Portal Profile: TMS instance for videoconference resource
scheduling
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If the user is logging in using soft phone mode, a TFTP request is made for the configura-
tion file for the associated Jabber client device provisioned in CUCM. The formatting of
the device name is dependent on the type of client logging in. Each of the options, how-
ever, should include the prefix and the username. For example, userl@domain.com would
have an associated Jabber for Windows device named CSFUSER1 in CUCM. The Jabber cli-
ent then issues a SIP REGISTER message to CUCM, which then responds with SIP 200 OK.
The Jabber client can now make calls. In addition to registering with CUCM, the Jabber cli-
ent will log in to the other configured services in the UC Service Profile (for example Unity
Connection). When it contacts Unity Connection, it pulls a list of messages and the read/
unread state of each.

If the Jabber client is logging in using desk phone mode, it initiates a CTI connection to the
CUCM CTI Manager for desk phone control. It can then control the on-hook/off-hook
state of the phone and its available resources for audio/video.

Tuning

The Jabber client can be tuned for audio and video operating levels at both the operating
system (OS) level and within the Jabber client. A camera must be connected to the desktop
machine for the Jabber client to use local video. In like fashion, there must be an existing
microphone and speakers for audio to function properly in soft phone mode. Figure 6-13
shows the tuning options in the Jabber for Mac preferences configuration.
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Figure 6-13 Jabber for Mac Tuning Preferences
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The Audio/Video tab in the preferences settings of the Jabber client allows the selection of
video source, in addition to audio input and output selection and microphone sensitivity
and volume adjustment.

Cisco Collaboration Endpoint Status Verification

Although each collaboration endpoint model might look and function somewhat differ-
ently than others, they can all report on their current status, call statistics, network informa-
tion, and so on. With any endpoint, the first bit of status is available when it is connected
to power. During the boot process, the endpoint displays various messages depending on
where it is within the boot process. A 9971 IP Phone will light the light-emitting diodes
(LEDs) on its buttons as a progress indicator of boot progress, first amber and then green.
Then it will show “Phone Not Registered” at the top of the screen while it retrieves its IP
address and TFTP server information